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INFORMATION SHARING WITHIN A 

MENTAL HEALTH CRISIS FINAL 

VERSION 
AIM OF THIS GUIDANCE AND SCOPE 

Professionals can only work together to support a person in a mental health crisis if they are able to 

share relevant information in a timely fashion. Information sharing between professionals can 

contribute to and support the care and treatment of individuals and help to protect people from 

harm. 

Using this guidance will help you to adopt good practice for information sharing on an ad hoc basis. 

This guidance is inevitably written in general terms, providing a framework for staff to make good 

quality decisions about the sharing of personal data.  This guidance cannot provide detailed advice 

relevant to all crisis situations as each situation will need to be considered on its own merits. 

This document does not introduce any new policy or legal requirements.  It rather seeks to provide 

clear and understandable guidance on the legislative framework surrounding personal data so that 

staff in the crisis situation know what they can and cannot do when handling personal data. 

INTRODUCTION TO INFORMATION SHARING 

Information sharing is vital to all health and social care services, without appropriate personal data 

sharing we would not be able to provide better services for people in mental health crisis. 

In a crisis situation no two situations will be the same, and therefore we cannot be prescriptive 

about what can and cannot be shared within this guidance.  However, the section entitled ‘general 

principles of information sharing on an ad hoc basis’ will help you work through the eight principles 

of the Data Protection Act 1998 which govern the handling of personal data. 

LEGISLATION AND GUIDANCE 

Key legislation and guidance has been consulted when developing this document which includes, the 

Data Protection Act 1998, human rights laws and the Information Commissioners office.  

Data Protection Act 1998 (DPA) 

The DPA provides the eight principles by which personal data must be handled.  When sharing 
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personal data conditions needs to be satisfied in order to be compliant with the Act.  Health data is 

classed as sensitive personal data which means that an additional condition has to be satisfied, to 

safeguard the additional sensitivities of the personal data. This would then provide you with a legal 

gateway for sharing.   Other pieces of legislation may also provide a legal gateway for sharing which 

can be looked into if you need to create a Specific Information Sharing Agreement (SISA), a formal 

agreement to share information on a regular basis between organisations. 

Human Rights Laws 

Article 8 of the Human Rights Act (HRA) gives everyone the right to respect for private family life, 

home and correspondence and is especially relevant in information sharing. Authorities can only 

interfere with this if it is lawful, which includes protecting the health and rights of others, and is 

proportionate to do so.  

Health and Social Care Act 2012 

This act created the Clinical Commissioning Groups and abolished Primary Care Trusts.  The Health 

and Social Care Information Centre was also created which is the national provider for 

information, data and IT Systems for health and social care. 

The Mental Capacity Act 2005 

This act provides a statutory framework to empower and protect vulnerable people.  To help them 

make their own decisions about their care and treatment if they lack the mental capacity. 

Mental Health Act 1983/2007 

All partnership organisations involved in a crisis situation have a duty of care under the Mental 

Health Act (MHA) 1983/2007 and the  MHA Code of Practice which is reinforced in HM Govt’s 

‘Mental Health Crisis Care Concordat’ (18.02.2014). 

Crime and Disorder Act 1998 

This Act sets out, in Section 115, the power if any organisation to share information with the police, 

local authorities Probation Service and health authority for the purposes of the Act.  The Police have 

a general common law power to share information to prevent, detect and reduce crime. 

Caldicott 2 (revised Principles, 2013): 

Principle & states that ‘the duty to share can be as important as the duty to protect patient 

confidentiality’. 

Information Commissioners Office Data Sharing Code of Practice 

This code explains how the DPA applies to the sharing of personal data.  It also provides good 

practice advice that is relevant to all organisations that share personal data. 

Mental Health Act 1983 Code of Practice: 

Chapter 10 of this code covers confidentiality and information sharing.  It deals with issues that arise 

in connection with this Act. 

Mental Capacity Act 2005 Code of Practice: 

This is practical guidance to the Act.  It explains how the Act will operate on a day to day basis and 
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offers examples of best practise to carers and practitioners.  Chapter 16 covers access to information 

for people who lack mental capacity in reaction to information sharing. 

GENERAL PRINCIPLES OF INFORMATION SHARING ON AN AD HOC BASIS 

In crisis situations there is the need to share very sensitive information possibly, without the 

individual’s knowledge.  Acting appropriately in situations like this depends primarily on the exercise 

of professional judgement.  However, disclosures of this nature are still subject to the DPA and so 

the below general principles should be considered. 

Following these broad principles in an emergency will mean that the sharing of personal data is 

unlikely to be found unlawful. 

Moreover, staff should also be reassured that if they decide in good faith, and document their 

decisions, that it is appropriate to share personal information during a crisis situation they are 

extremely unlikely to be personally legally liable if, after the event, it turns out that the information 

sharing was not lawful.   

 The purpose 

Consideration must be given to the risk and potential harm if you do not share.  The purpose of the 

sharing must be relevant to the current crisis situation.  If you are being asked for information 

outside of this situation this guidance does not apply.  

 Public Interest 

The ‘Public Interest’ is not the same as what might be of interest to members of the public.  Where 

sensitive personal data is involved, public interest justifications for overriding confidentiality could 

include (but are not limited to) protecting other people from serious harm and preventing serious 

crime.  Staff should balance the potential damage to the individual, and where appropriate the 

public interest of keeping the information confidential) against the public interest in sharing the 

information.  

 Consent 

Wherever possible, informed consent to share personal information should be obtained from the 

person in crisis. However, there may be situations where consent is withheld or the person is unable 

to give informed consent and the situation is time critical.  The consent of the data subject is not 

always a necessary pre-condition to lawful sharing of personal data. 

As long as it does not increase risk practitioners should inform the person in crisis if they need to 

share their information without consent. 

Information may still be shared between professionals if consent is withheld if the practitioner 

responsible for coordinating believes that there is a high risk of serious harm to the person in crisis 

or others or consent was withheld under duress or other vulnerable adults or children are at risk.  

 Relevant and Not Excessive  
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Information should only be disclosed on a “need to know” basis when it is in the best interests of the 

person in crisis who may be at risk to themselves or others.  Information cannot be released just 

because it might be of interest to the requesting organisation.  Always check whether the objective 

of the sharing can still be achieved by passing less personal data, ensuring it’s relevant and that the 

disclosure is not excessive. 

 Only share information that is relevant to the current crisis.   

 What and how much information this is will depend on the individual circumstances.  In one 

instance you may have to release 10 years’ worth of information, but in most cases this 

might be classed as excessive.  

  Consider what information is needed at this specific time, additional disclosures can happen 

after the crisis has ended if that is deemed appropriate.   

 Remember, just because we hold information does not mean we have to share the 

information. 

 

 Accuracy 

Consider if you can confirm the accuracy of personal data, if not ensure you provide appropriate 

caveats when disclosing. 

 Data security 

You have a responsibility to ensure that once you have decided to share personal data that it is 

handled securely. 

 Ensure you are speaking with the individual who needs the information.   

 The personal data disclosure should be on a limited basis and only provided to the person 

who needs it e.g. do not send information to a group email when only one person requires 

it. If you are not happy that an individual is who they say they are then do not. 

 You must use a secure route to transfer information.  This could be by secure email or liaise 

with your Information Technology/Governance team if a secure data transfer of larger 

information is required. 

 If you discover the information you have shared is inaccurate make sure you update all the 

organisations that the information has been disclosed to. 

 

 Recording the sharing 

If making a record at the time of the sharing is not possible, a record should be made at the next 

possible opportunity.  The record should state what information was shared, the decision making 

behind the disclosure (note that this could be challenged so the more you can state about the 

justification of the disclosure the better), who the information was sent to and how. 

 Retention  
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Personal data shared under these circumstances should be held in line with the retention schedule 

of the organisation holding it.  Usually these are in line with statutory requirements and should 

reflect the Records Management Code of Practice for Health & Social Care (2016). 

 Notification to the data subject that personal data has been shared 

If sharing has been conducted without consent effort should be made, as soon as practically possible 

to let the data subject know of the sharing that has taken place and gain consent for any possible 

future situations.  

Consent should not be regarded as a permanent state and opportunities should be taken to review 

this in each crisis situation.   

Absolute assurances of confidentiality cannot be given, especially where other persons are in crisis 

or children may be at risk.   

If consent is withheld and the risk of harm is assessed as low at that time the practitioner should 

consider what  can be offered to the person in crisis to enable them to get help in the future.    

All personal information belongs to the individual to which it refers. All effort should be made to 

inform the individual in crisis what information has being shared, with whom and why. 

REQUESTS FOR SHARING AFTER THE CRISIS SITUATION HAS ENDED 

Sharing personal information with carers, families & friends of the person in crisis can help them get 
the support they need.   However, the person may refuse to allow information to be shared with 
certain others and this should be respected.  
Consideration should also be given to if there are any clear reasons why the information should not 
be shared with others. For example, if an individual has left an abusive partner it would be clear that 
you would not release any personal data to that individual regardless of their previous or current 
relationship with the data subject.  
 It may be helpful to work with the person in crisis to enable them to share with their relatives, 
carers etc, that way this has been done with full knowledge and consent of the data subject.  
 
If an organisation requires additional information after a crisis situation you will need to consider if 
this is still an ad hoc disclosure or if they are asking for information on a regular basis.  The main 
issue to consider is that if the crisis is over and therefore the disclosure is no longer time critical, you 
will need a legal basis for sharing the additional information.  If you are unsure of a legal gateway 
please contact your Information Governance team before sharing any information. 
If an organisation would like regular sharing to occur this is outside of this guidance and you should 
consult with your Information Governance Specialists. 
 

SUBJECT ACCESS REQUESTS 

Under the DPA, individuals can request to see all personal information held on them by any 

organisation that may hold it.  Anything recorded during a crisis situation will be captured by a 
request.  This is called a Subject Access Request and covers all recorded information held.  Your 
Information Governance team will usually be the team to process the response to these requests but 
they are likely to ask for your assistance in doing so.  All staff handling personal data should be able 
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to identify when a request for Subject Access has been made and who to inform as there are 
statutory deadlines for responding. 
 

TRAINING AND INFORMATION GOVERNANCE SPECIALISTS 

Any staff that may handle personal data should have DPA awareness training.  This would be 
especially relevant to any decision makers as mentioned within this guidance. 
You should seek advice where you are in doubt, though prepare on the basis that you will need to 
make a decision without formal advice during an emergency. 
 
 
 

FURTHER INFORMATION ON LEGISLATION 

Data Protection Act 1998: 

http://www.legislation.gov.uk/ukpga/1998/29/contents 

Human Rights Act 1998: 

http://www.legislation.gov.uk/ukpga/1998/42/contents 

Mental Health Act 2007: 

http://www.legislation.gov.uk/ukpga/2007/12/contents 

Crime and Disorder Act 1998: 

http://www.legislation.gov.uk/ukpga/1998/37/contents 

Information Commissioners Office Data Sharing Code of Practice: 

https://ico.org.uk/media/for-organisations/documents/1068/data_sharing_code_of_practice.pdf 

Mental Capacity Act 2005: 

http://www.legislation.gov.uk/ukpga/2005/9/contents 

Mental Capacity Act 2005 Code of Practise: 

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/224660/Mental_C

apacity_Act_code_of_practice.pdf 

Records Management Code of Practice for Health & Social Care (2016): 

https://www.gov.uk/government/publications/records-management-code-of-practice-for-health-

and-social-care  

 

ICO SCENARIOS WHEN SHARING IN AD HOC AND CRISIS SITUATIONS 

Example of sharing only relevant information: 

http://www.legislation.gov.uk/ukpga/1998/29/contents
http://www.legislation.gov.uk/ukpga/1998/42/contents
http://www.legislation.gov.uk/ukpga/2007/12/contents
http://www.legislation.gov.uk/ukpga/1998/37/contents
https://ico.org.uk/media/for-organisations/documents/1068/data_sharing_code_of_practice.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/224660/Mental_Capacity_Act_code_of_practice.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/224660/Mental_Capacity_Act_code_of_practice.pdf
https://www.gov.uk/government/publications/records-management-code-of-practice-for-health-and-social-care
https://www.gov.uk/government/publications/records-management-code-of-practice-for-health-and-social-care


7 | P a g e  

Your organisation is aware that an individual has HIV and you have been asked to share any medical 
concerns with another organisation so they can deal with the data subject in the appropriate 
manner, ensuring the safety of their staff.  You should consider if you can inform the organisation of 
what policy they should use or safety guidance they should follow when dealing with this individual 
rather than informing them that they are HIV positive. 

Examples of a disclosure that is in the best interests of the individual concerned: 
A representative of a utility company calls at a property to cut off the electricity or gas. He finds that 
the property has been burgled and is not secure. The householder is out (and cannot be contacted). 
He therefore telephones the police. This is likely to involve disclosing the fact that the householder’s 
electricity or gas is being cut off for non-payment. In such circumstances, it is reasonable to assume 
that, even if the householder may be embarrassed that others will know they have not paid their 
bills, they would be concerned about the burglary and about the protection of their property. 

Example of sharing without consent: 
The Police might ask an organisation to give them information about an ex-employee who they 
suspect of being involved in a serious assault.  If informing the ex-employee that they have given the 
police this information would tip the individual off and be likely to prejudice the investigation, 
because the suspect might abscond for example, then the organisation could rely on the exemption 
and wouldn’t have to tell the individual about the disclosure.  
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DESK AID FOR INFORMATION 

SHARING AT THE TIME OF A 

MENTAL HEALTH CRISIS 
Please note that this document should only be used after reading the guidance this relates to. 

WHAT TO CONSIDER 

Below are number of questions to ask yourself before sharing the information to ensure it is in the 

best interest of the individual at risk or in the public interest. 

 Is it fair to disclose the information? 

 Am I acting in the best interests of the individual? 

 Is this disclosure in the public interest*? 

 Is an individual at risk? 

 Has the individual made an Advance Statement/Directive to share their information if they 

become unwell 

 Can the organisation obtain the information in any other way, within the time it is needed? 

 Is the information relevant to the current crisis situation? 

 Is the information accurate? 

 Is the disclosure excessive? 

 Is the person requesting the information the appropriate person to have it? 

 Can you confirm the identity of the person you are providing the information to? 

 Can you securely provide the information? Can you speak with the Information Governance 

Team for advice, if the information is especially contentious? 

 Is there a good reason not to share with the individual’s carer/s?   
*Public Interest justifications for overriding confidentiality could include, but are not limited to, protecting other 

people from serious harm and preventing serious crime.  Please see full guidance for further explanation. 

ACTIONS IMMEDIATELY AFTER SHARING 

Below are actions you should take after the event. 

 Record what information has been shared, with who and why. 

 Gain consent from the data subject if appropriate, for any future crisis sharing. 

 Inform the data subject as soon as practical that the sharing has occurred and with whom. 

 Encourage the person to give informed consent to any future sharing of information e.g. 

Advance Directive, Crisis Plan 
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FAQ’S 

1. How do I confirm the identity of the personal I am speaking to? 

Verification in a time critical situation, over the phone, can be as simple as taking a 

switchboard number of the organisation and asking for the individual concerned so you can 

be confident they are at the organisation. 

2. What if I receive a request for further information from the organisation after the 

situation has ended? 

 If an organisation requires additional information after a crisis situation you will need to 

consider if this is still and ad hoc disclosure or if they are asking for information on a regular 

basis.  The main issue to consider is that if the crisis is over and therefore the disclosure is no 

longer time critical, you will need a legal basis for sharing the additional information.   

If this sharing becomes more regular then a Specific Information Sharing Agreement (SISA) 

should be considered between the two organisations.  This will look into the basis for sharing 

in much more detail.  If you are unsure of a legal gateway or have any other queries please 

contact your IG team before sharing any information.   

3. How do I know what personal data to share with which organisations? 
This would depend on the circumstances.  In all cases, the disclosure you make should follow 
the above general principles to ensure that it is lawful.  The personal data you share will 
differ from organisation to organisation.  For example, the Police may require any warnings 
or violent incident information to ensure the safety of their officers attending the crisis, but 
they might not need to know a full medical history of the individual. 

4. What can be disclosed to Carers? 
If this happens at the time of a crisis they should be informed of anything they need to know 
for the on-going care of the individual in crisis.  The main question to answer in this situation 
is, will the data subject be negatively affected if the personal data is not shared? 
If yes – Share the minimum amount required to facilitate the care needs of the individual  
If no – do not share any personal data without the consent of the data subject.   This also 
applies if you are asked by a carer after the crisis situation has ended. 

The 2gether NHSFT leaflet ‘Common-sense Confidentiality’ provides more detailed guidance 
to staff, carers, family & friends on how information can be shared.  It recognises that the 
sharing of information between staff & carers is vital to the care & treatment of a friend or 
relative.  Every effort should be made to share with the carer/s whether the person they 
care for is to be admitted to hospital, to be discharged and of any other change in the Care 
Plan that will impact on the carer/s.  

5. What is positive sharing? 
Positive sharing is where organisations share personal data for a joint purpose that benefits 
the data subject. An example of this would be the ‘Connecting Care’ programme that is 
being rolled out nationally after a pilot in Bristol.  This joins up NHS, Local Authority and any 
other linked health provider data to provide a more efficient service for the data subject as 

http://www.2gether.nhs.uk/files/Common%20sense%20confidentiality%202g%20V2%204.6.15.pdfd
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well as saving time and money for the organisations involved.  
For more information please visit:  
https://www.bristolccg.nhs.uk/about-us/how-we-use-your-information/connecting-care/ 
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