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Gloucestershire County Council 
Email Acceptable Use Policy  
 
Policy Statement 

1. Gloucestershire County Council (the ‘Council’) encourages use of email where it 
supports the aims and objectives of the Council.  It is essential that use of the 
Council’s email facility complies with current legislation and does not create 
unnecessary business risk for the Council.  The Council will ensure that all users of 
its email facility are aware of this acceptable use policy. 

2. The Council’s email facility is made available to users for Council business purposes.  
Limited personal use is permitted provided that such use is strictly in accordance 
with this acceptable use policy. 

Risk Management 
3. The Council recognises that there are risks associated with the use of email, and the 

extensive damage that can be caused by offensive, libellous or defamatory emails.  
This policy aims to ensure appropriate access to, and use of the Council’s email 
facility to help mitigate the following risks: 

x Harm to individuals 
x Damage to the Council’s reputation 
x Potential legal action and/or fines against the Council or individual(s) 
x Inappropriate use of council resources 
x Viruses and other malicious software (malware) 
x Service disruption 

 
Scope 

4. This policy applies to all employees, partners, contractors and agents of the Council 
and other third parties (each an ‘email user’) who have access to the Council’s email 
facility.   

5. This policy does not apply to Gloucestershire Fire and Rescue Service or 
Gloucestershire schools.   

6. All email users are expected to comply with this policy at all times when using the 
Council’s email facility, whether accessed locally or remotely (e.g. via the Council’s 
Remote Access Gateway); or via any device (for example a desktop computer, 



                                                        2   Email Acceptable Use Policy V1.5 
                                                                       December 2016 
                                                           

laptop, Council owned mobile device such as a Smartphone or Blackberry, or a user 
owned device using Good Work). 

7. Breach of this policy may be dealt with under the Council’s Disciplinary and 
Dismissals Procedure at https://staffnet.gloucestershire.gov.uk/employee-
information-and-support/hr-and-employment-handbook/  and in serious cases, 
may be treated as gross misconduct leading to summary dismissal. 

Personnel Responsible for Implementation of this policy 
8. The Council’s Director of Programme Support has overall responsibility for the 

effective operation of this policy. Responsibility for monitoring and reviewing the 
operation of this policy and making any recommendations for change to minimise 
risks to the Council’s operations lies with the ICT Manager. 

9. If you do not understand the implications of this policy or how it may apply to you, 
you should seek advice from the ICT Service Desk. 

10. All managers have a specific responsibility to operate within the boundaries of this 
policy and to ensure that all email users understand the standards of behaviour 
expected of them and comply with this policy.  Managers also have a responsibility 
to take action when email users’ behaviour falls below the requirements of this 
policy.  

Email Content 
11. Email messages may be disclosed under the Data Protection Act 1998, the Freedom 

of Information Act 2000, or in legal proceedings in the same way as paper 
documents. Deletion from an email user’s inbox or archives does not mean that an 
email cannot be recovered; email messages should be treated as potentially 
retrievable, either from the main server or using specialist software.  

12. Email users should take care with the content of email messages, as incorrect or 
improper statements can give rise to claims for discrimination, harassment, 
defamation, breach of confidentiality or breach of contract.  Email users should 
assume that email messages may be read by others and not include anything that 
would offend or embarrass any reader, or themselves, if it found its way into the 
public domain. 

Message Security 
13. Internal emails (i.e. those sent between ‘@gloucestershire.gov.uk’ addresses) are 

held within the same network and are deemed to be secure.   

Emails that are sent outside the Council’s network are transmitted across public 
communications network and are liable to interception or loss.  Therefore personal or 
sensitive information must either be sent between GCSx or Criminal Justice Secure 
eMail (CJSM) accounts or be protected by encryption. 

https://staffnet.gloucestershire.gov.uk/employee-information-and-support/hr-and-employment-handbook/
https://staffnet.gloucestershire.gov.uk/employee-information-and-support/hr-and-employment-handbook/
https://staffnet.gloucestershire.gov.uk/internal-services/the-ict-service/other-ict-services/ict-service-status/
https://staffnet.gloucestershire.gov.uk/internal-services/information-management-security-governance/data-protection-guidance/
https://staffnet.gloucestershire.gov.uk/internal-services/information-management-security-governance/data-protection-guidance/
https://staffnet.gloucestershire.gov.uk/information-management-security-governance/how-to-manage-information-and-work-securely/emails/secure-email/
https://staffnet.gloucestershire.gov.uk/information-management-security-governance/how-to-manage-information-and-work-securely/emails/egress-switch-secure-email/
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Email User’s Responsibility 
14. Use of email must be consistent with the Council’s Code of Conduct for Employees.  

All email users are responsible for using the Council’s email facility appropriately and 
in accordance with the statements in this Email Acceptable Use Policy.    

15. It is your responsibility to: 

a. Take time to read and understand this policy before using the Council’s email 
facility. 

b. Use the Council’s email facility strictly in accordance with this policy. 
c. Use the Council’s email facility responsibly and in a way that will not harm the 

Council’s reputation. 
d. Recognise that the Council’s email facility is provided for business use and 

that it must not be used for unreasonable and excessive personal use. 
e. Report any misuse of the Council’s email facility.  Details of how to do this are 

provided at Reporting / investigating a security breach.  
f. Read and adhere to the following related policies: 

x Code of Conduct for Employees.  
x Information Management and Security Policies including 
x Information Protection and handling policy  
x Internet acceptable use policy  
x Information/IT Access Policy  
x Data Protection Policy  
x Remote Working Policy  
x Software Management Policy  

 
16. Email is a vital business tool, but an informal means of communication, and should 

be used with great care and discipline.  You should always consider whether email is 
the appropriate means for a particular communication. 
 

17. In using the Council’s email facility you must: 
a. Take care to ensure that emails are sent only to those who should receive 

them. Re read emails before sending, check for correct addressing 
(particularly where they include personal or sensitive information), clarity, and 
to ensure that the content will not embarrass or subject the Council to legal 
proceedings or a fine. 

b. Send all emails to conduct or support official Council business using an 
‘@gloucestershire.gov.uk’ email address, or an 
‘@gloucestershire.gcsx.gov.uk email address (if you have a GCSx Secure 
email account)‘@gloucestershire.gov.uk.cjsm.net (if you have a CJSM secure 
email account) 

c. Send emails containing personal or sensitive information only: 

https://staffnet.gloucestershire.gov.uk/employee-information-and-support/code-of-conduct-for-employees/
https://staffnet.gloucestershire.gov.uk/internal-services/information-management-security-governance/reportinginvestigating-a-security-breach/
https://staffnet.gloucestershire.gov.uk/employee-information-and-support/code-of-conduct-for-employees/
http://www.gloucestershire.gov.uk/council-and-democracy/strategies-plans-policies/information-management-and-security-policies/
https://staffnet.gloucestershire.gov.uk/internal-services/information-management-security-governance/data-protection-guidance/
https://staffnet.gloucestershire.gov.uk/information-management-security-governance/how-to-manage-information-and-work-securely/emails/secure-email/
https://staffnet.gloucestershire.gov.uk/information-management-security-governance/how-to-manage-information-and-work-securely/emails/secure-email/
https://staffnet.gloucestershire.gov.uk/internal-services/information-management-security-governance/data-protection-guidance/
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Between ‘@gloucestershire.gov.uk’ email addresses, or 
Between GCSx or CJSM accounts (if both sender and recipient have a 
GCSx or CJSM account), or 
Using the secure link between the Council and NHS Gloucestershire Care 
Services; or 
Protected by encryption using Egress Switch 

More information about these options is provided at secure email  
d. Put in place arrangements to ensure that incoming emails are dealt with 

during periods of planned absence (for details of how to do this see the 
guidance on Understanding Outlook Permissions understanding Outlook 
permissions).   

e. Retain emails which constitute an official record in accordance with the 
Council’s retention schedules, which can be found at 
https://staffnet.gloucestershire.gov.uk/internal-services/information-
management-security-governance/records-centre/  

f. Manage the contents of your email account to retain your email account within 
the current 200mb maximum limit.  

g. Put in place arrangements to ensure that the business content of your email 
account are available to those who need it before you change role or leave 
the Council’s employment (i.e. save important emails to a shared area, in the 
'.msg' format or print and file them).   

h.  Exercise caution when opening emails from an unknown external source or 
where, for any reason, an email appears suspicious (for example it contains 
links or attachments that end in .exe). 

i. Contact the ICT Service Desk immediately if you receive a suspected virus or 
if you experience any unusual occurrences in respect of the Council’s email 
facility (e.g. an antivirus software warning). 

j. Inform your line manager if you feel you have been harassed or bullied, or you 
are offended by material received from a colleague via email. 

k. Keep your personal use of email to a minimum 
 

18. In using the Council’s email facility you must not: 
x Create, send or store any material that is or might be deemed to be: 

Pornographic 
Illegal 
Subversive or violent 
Obscene or offensive (racially, sexually, religious, disability or 
otherwise discriminatory, or of an extreme political nature) 
Libellous or defamatory  
Abusive, threatening, or serves to harass or bully others 

x Send messages that violate the privacy of, or unfairly criticise others. 

https://staffnet.gloucestershire.gov.uk/information-management-security-governance/how-to-manage-information-and-work-securely/emails/secure-email/
https://staffnet.gloucestershire.gov.uk/information-management-security-governance/how-to-manage-information-and-work-securely/emails/understanding-outlook-permissions/
https://staffnet.gloucestershire.gov.uk/information-management-security-governance/how-to-manage-information-and-work-securely/emails/understanding-outlook-permissions/
https://staffnet.gloucestershire.gov.uk/internal-services/information-management-security-governance/records-centre/
https://staffnet.gloucestershire.gov.uk/internal-services/information-management-security-governance/records-centre/
https://staffnet.gloucestershire.gov.uk/internal-services/the-ict-service/other-ict-services/contact-the-ict-service/


                                                        5   Email Acceptable Use Policy V1.5 
                                                                       December 2016 
                                                           

x Distribute or store pirated software, music, or documentation or any material 
that may be subject to copyright. 

x Send messages containing statements which are likely to create liability 
(whether criminal or civil, and whether for you or the Council). 

x Send commercial or advertising material, chain letters, or junk mail (otherwise 
known as spam) of any kind. 

x Create or send any material that: may damage the Council’s reputation,   
unreasonably wastes staff effort or use of networked resources, or disrupts 
the work of other email users. 

x Agree to terms, enter into contractual commitments or make representations 
by email unless appropriate authority has been obtained (a name typed at the 
end of an email is a signature in the same way as a name written at the end of 
a letter). 

x Access emails intended for others that are clearly marked ‘personal’ (for 
example when providing cover for periods of absence). 

x Forward personal or sensitive information to an external location (including 
your personal home email address) or to another email user who may not be 
authorised to see the information. 

x Use Outlook auto forward (if there are sound business reasons why an auto 
forward is necessary you must contact ICT for advice ICT Service Desk.) 

x Forward from a GCSx email account to a standard gov.uk email.   
x Respond to emails requesting personal information such as credit card 

details, user names or passwords, or containing links to Internet sites where 
such information is requested. 

x Transmit any email or any file attachments you know or suspect to be infected 
with a virus. 

x Forward on virus warnings other than to the ICT Service Desk. 
x Send messages from another user’s email account or under an assumed 

name unless specifically authorised. 
x Subscribe to mailing lists for personal purposes using your Council email 

address, except for goods ordered from the Gloucestershire Portal GCC Staff 
Discounts. 

Use of the Council’s email facility for the above purposes may amount to gross 
misconduct (this list is not exhaustive).  Any such action will be treated very seriously 
and may result in summary dismissal. 

Personal Use of the Council’s email facility 
19. At the discretion of your line manager the Council permits personal use of its email 

facility in your own time, provided that it does not interfere with your work, and that 
your use is in accordance with this policy and subject to the conditions set out below.  
Personal use is a privilege and not a right; it must be neither abused nor overused, 
and the Council reserves the right to withdraw its permission at any time. 

https://staffnet.gloucestershire.gov.uk/internal-services/information-management-security-governance/data-protection-guidance/
https://staffnet.gloucestershire.gov.uk/internal-services/the-ict-service/other-ict-services/contact-the-ict-service/
https://staffnet.gloucestershire.gov.uk/internal-services/the-ict-service/other-ict-services/contact-the-ict-service/
http://www.gloucestershire.xexec.com/login/index.go?from=%2findex.go
http://www.gloucestershire.xexec.com/login/index.go?from=%2findex.go
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20. The following conditions must be met for personal use to continue: 

x Use must be reasonable, not excessive, and must not take place during work 
hours i.e. the fixed hours specified in your terms of employment, or the 
working hours recorded on your flexi time sheet or other such device as may 
be used for recording your working hours;  

x Use must not interfere with business or office commitments; 
x Use must comply with the Council’s Information Management and Security 

Policies.  
 

21. Personal emails should be identified by email users by inserting the word ‘personal’ 
in the subject heading.  Email recipients should be asked to ensure that they identify 
incoming email in the same way. Every effort will be made to protect the 
confidentiality of ‘personal’ emails during cover for periods of absence; however, you 
must be aware that confidentiality cannot be guaranteed.  Therefore in some 
circumstances (e.g. in dealings with the Council’s Occupational Health Unit) you may 
want to consider alternative methods of correspondence, for example the internal 
post.  
 

22. Personal use of the Council’s email facility must not: 
x Contain attachments (with the exception of those email users whose email 

signature is an attachment). 
x Be used for purchasing goods or services, except for goods ordered from the 

Gloucestershire Portal GCC Staff Discounts.  

Email Users’ personal use of the Council’s systems may be monitored on the basis 
set out in this policy (see the section of this policy headed Email Filtering, Recording, 
and Monitoring below), and where breaches of this policy are found to have taken 
place, action may be taken under the Council’s under the Council’s Disciplinary and 
Dismissals Procedure at https://staffnet.gloucestershire.gov.uk/employee-
information-and-support/hr-and-employment-handbook/ 

23. Council reserves the right to introduce routine monitoring if personal use is 
considered to be excessive.  
 

24. If you are in any doubt about how you may make personal use of the Council’s email 
facility you should consult your line manager.  

 
Email Account Management and Security 

25. An email account will only be provided on receipt of a completed declaration 
accepting the terms of this policy. Details of how to apply for email access are 
provided at ICT Forms. 
 

http://www.gloucestershire.gov.uk/council-and-democracy/strategies-plans-policies/information-management-and-security-policies/
http://www.gloucestershire.gov.uk/council-and-democracy/strategies-plans-policies/information-management-and-security-policies/
http://www.gloucestershire.xexec.com/login/index.go?from=%2findex.go
https://staffnet.gloucestershire.gov.uk/employee-information-and-support/hr-and-employment-handbook/
https://staffnet.gloucestershire.gov.uk/employee-information-and-support/hr-and-employment-handbook/
http://staffnet.gloscc.gov.uk/article/20641/ICT-Forms
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26. The Council’s ICT section will provide you with a logon id and password for your 
network account; this also controls access to your email account.  You are 
responsible for ensuring that your password is only known to, and used by you.  

 
27. You must not attempt to disable, defeat, or circumvent any County Council security 

mechanism. 
 

Email Filtering, Recording, and Monitoring 
28. Email is a valuable business tool; however misuse of this facility can have a negative 

impact on the Council’s reputation and employee productivity.  Therefore the Council 
reserves the right to examine the email system and any information/data contained 
within it.  Monitoring of both incoming and outgoing email may be undertaken so that 
the Council can:  

x Monitor whether use of email is legitimate and in accordance with this policy; 
x Find lost messages or retrieve messages lost due to computer failure; 
x Assist in the investigation of wrongful acts; 
x Comply with any legal obligation; 
x Ensure the security and integrity of its information, reputation and IT 

infrastructure. 
 

29. A fully automated process is in place for checking incoming emails for viruses and 
spam/junk email. Emails that are regarded as spam/junk email will be automatically 
deleted.  Emails identified as potential spam are quarantined, and brought to the 
email user’s attention via the Personal Email Manager.  This process is fully 
automated with no human intervention.  
 

30. The Council reserves the right not to transmit any email message and/or to block 
access to email attachments for the purpose of efficient and effective use of the 
system and/or compliance with this policy. 

 
31.  While all email activity is recorded; monitoring is only carried out to the extent 

permitted or as required by law, and as necessary and justifiable for the Council’s 
business purposes. 

 
32. Spot-checks or audits of your work-time email activity (i.e. that which is undertaken 

either during the fixed hours specified in your terms of employment, or the hours 
recorded on your flexi time sheet), or during core time (i.e. between the hours of 9:30 
– 12:00 and 14:30 – 16:00) may be undertaken by your line manager. Email activity 
reports (which include but are not limited to the following details: date, time, sender, 
recipient, subject line) may be provided to your line manager or to those responsible 
for investigations (e.g. Internal Audit or ICT). The specific content of any 
correspondence will not be monitored unless there is suspicion of improper use. To 
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obtain email activity reports line managers or investigating officers should contact the 
ICT Service Desk. 

 
33. Where there is a suspected breach of the law, or any Council policy (including but 

not limited to the Council’s Information Security Policies) you should have no 
expectation of privacy regarding your email activity.  Where evidence of misuse is 
found to have taken place a more detailed investigation may be undertaken in 
accordance with the Information Security Incident Response and Escalation 
Procedure, involving the examination and disclosure of monitoring records to those 
nominated to undertake the investigation and any witnesses or manager(s) involved 
in this procedure.  If necessary information may be provided to the Police in 
connection with a criminal investigation. 

 
34. Your computer and any data held on it are the property of the Council and may be 

accessed at any time by the Council to ensure compliance with its statutory, 
regulatory, and internal policy requirements. 

 
Policy Compliance 

35. All email users have a responsibility to comply with this policy which can be found at 
Information Management and Security Policies and to promptly report any suspected 
or observed security breach; further details are provided at 
https://staffnet.gloucestershire.gov.uk/internal-services/information-management-
security-governance/reportinginvestigating-a-security-breach/. 
 

36. Security breaches by a Council employee, that result from a deliberate or negligent 
disregard of any security policy requirements may, in the Council’s absolute 
discretion, result in disciplinary action being taken against that employee. In the 
event that breaches arise from the deliberate or negligent disregard of the Council’s 
security policy requirements by an email user who is not a direct employee of the 
Council, the Council shall take such punitive action against that email user and/or 
their employer as the Council in its absolute discretion deems appropriate. 

 
37. The Council may, in its absolute discretion, refer the matter of any breach of the 

Council’s security policy requirements to the police for investigation and (if 
appropriate) the instigation of criminal proceedings if in the reasonable opinion of the 
Council such breach has or is likely to lead to the commissioning of a criminal 
offence. 

 
References 

38. This policy and other related information security policies, standards and procedures 
can be found at Information Management and Security Policies.  
 

http://staffnet.gloscc.gov.uk/article/20491/ICT-Service-Desk
https://staffnet.gloucestershire.gov.uk/internal-services/information-management-security-governance/reportinginvestigating-a-security-breach/
https://staffnet.gloucestershire.gov.uk/internal-services/information-management-security-governance/reportinginvestigating-a-security-breach/
http://www.gloucestershire.gov.uk/council-and-democracy/strategies-plans-policies/information-management-and-security-policies/
https://staffnet.gloucestershire.gov.uk/internal-services/information-management-security-governance/reportinginvestigating-a-security-breach/
https://staffnet.gloucestershire.gov.uk/internal-services/information-management-security-governance/reportinginvestigating-a-security-breach/
http://www.gloucestershire.gov.uk/council-and-democracy/strategies-plans-policies/information-management-and-security-policies/
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Policy Review  
39. This policy will be reviewed as it is deemed appropriate, but no less frequently than 

every 12 months. 
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Key Messages 
x You must take the time to read and understand this policy before using the 

Council’s email facility, and use this facility responsibly. 
x Take care to ensure that emails are sent only to those who should receive 

them. Re read emails before sending, check for correct addressing, this is 
particularly important if the email contains personal or sensitive information. 

x You must ensure your password that protects your access to the Council’s 
email facility, is only known to, and used by you. 

x You must send emails containing personal or sensitive information securely 
i.e. 

o Between ‘@gloucestershire.gov.uk’ email addresses, or 
o Between GCSx or CJSM accounts if both sender and recipient have a 

GCSx or CJSM account, or 
o Using the secure link between the Council and NHS Gloucestershire 

Care Services secure email, or 
o Protected by encryption by Egress-Switch 

x You must not create or transmit any material that contains pornography or 
other unsuitable material that might be deemed illegal, obscene, offensive, 
libellous or defamatory, abusive, threatening, or serves to harass or bully 
others.  

x You must not forward personal or sensitive information to an external location 
(including your personal home email address) or to another email user who 
may not be authorised to see the information. 

x At the discretion of your line manager and provided it does not interfere with 
your work you may make limited personal use of the Council’s email facility in 
your own time (for example in your lunch break) provided it is in accordance 
with this Email Acceptable Use Policy. 

x Use of email may be subject to monitoring for security reasons, compliance 
with the Council’s policies, and the law. 

 
 
 

http://www.gloucestershire.gov.uk/council-and-democracy/strategies-plans-policies/information-management-and-security-policies/
http://www.gloucestershire.gov.uk/council-and-democracy/strategies-plans-policies/information-management-and-security-policies/
https://staffnet.gloucestershire.gov.uk/information-management-security-governance/how-to-manage-information-and-work-securely/emails/secure-email/
https://staffnet.gloucestershire.gov.uk/information-management-security-governance/how-to-manage-information-and-work-securely/emails/egress-switch-secure-email/
http://www.gloucestershire.gov.uk/council-and-democracy/strategies-plans-policies/information-management-and-security-policies/
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