
 
 

Gloucestershire County Council 
Information Strategy, 2014-2018 
 

1.  Purpose and scope  
Information is the lifeblood of the organisation that is vital to the effective and efficient 

running of all our services.  This strategy sets out Gloucestershire County Council’s 

approach to improving the way the Council creates, uses, manages, shares and protects 

information to achieve the Council’s objectives.   

The scope includes all information held, or owned, by the Council regardless of media.  It 

applies to all staff, Members, partners, commissioned service providers and contractors who 

process that information.      

The objectives of this strategy are aligned to those of our ICT and Data Quality Strategies in 

order to provide a comprehensive and integrated approach.  These are:   

A. Effective partnership working 
B. Compliant and secure information 
C. Improved customer outcomes 
D. Better value for money 
E. Flexible and agile working 
F. Value of information maximised 

 

2.  Benefits   

The Council, its staff and its customers will all benefit from a strategic approach to the 

management of the Council’s information assets (whether owned or held by its 

commissioned service providers) throughout their lifecycle. 

2.1 Benefits for the council 

 Provide more effective services to its customers 

 Be more transparent  

 Keep information protected and secure 

 Reduce levels of information-related risk and associated fines of up to £500,000 or 
financial claims resulting from unauthorised disclosure of information. 

 Preserve its public reputation and meet public expectations of how the Council will 
manage their information 

 Build trust in the quality of its information  

 Make better informed decisions and policies 

 Comply with legal requirements 

 Share its corporate memory with future generations by preserving evidence of 
current decisions as a public record  

 Get the most out of the information the Council holds, avoiding duplication and 
promoting re-use where appropriate 
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 Ability to work with partners by ensuring that a) our own security arrangements are 
sufficiently robust to give assurance to partners, and b) that third parties’ security 
arrangements are sufficiently robust to safeguard our information. 

 

2.2 Benefits for staff (including those of commissioned service providers and 

partnership organisations) 

Staff will be able to:  

 Provide assurance that everyone is complying with responsibilities under legal 
requirements. 

 Work more collaboratively – making best use of skills and knowledge 

 Find information quickly and easily 

 Collect and use quality information that is more trustworthy 

 Make best use of resources – re-using information already created and not re-
inventing the wheel 

 
They will know:  

 How to handle and protect information, including what to share and with whom 

 What to keep and what to dispose of – removing duplication and staff retaining their 
own copies ‘just in case’.  

 Where to keep it and how to save it 
 

2.3 Benefits for customers 

Customers will be able to expect that:  

 Information is accurate, reliable and accessible 

 Their transactions with the Council and its commissioned service providers and 
partners will be processed promptly 

 
They will know that:  

 Information relating to them is protected and handled appropriately 

 Consistent standards will be applied when they give consent to share information 

 The Council manages information appropriately and efficiently and expects its 
commissioned service providers and partners to do the same.  

 
 

3.  Constraints that influence work undertaken in this area include:  

Legal requirements   

There is a complex legal framework under which the Council must manage the information it 

holds.  This includes, but is not limited to, the following: 

 Data Protection Act 1998 

 Freedom of Information Act 2000 

 Environmental Information Regulations 2005 

 Re-use of Public Sector Information Regulations 2005 

 INSPIRE Regulations, 2009 

 Local Government Acts 1972, 1985, 1988 and 1992 

 Public Records Acts 1958 and 1975 

 Regulation of Investigatory Powers Act 2000 



3 

 

 

In addition, there are many information requirements specified in legislation governing the 

provision of services to children and adults, and other council services.  

Regulatory requirements  

These include, but are not limited to, the following:  

 Caldicott principles 

 Public Services Network (PSN) 

 Information Governance (IG) toolkit. 
 

Costs, increasing financial constraints, resources, time 

In view of the large agenda and finite resources, it is necessary to prioritise areas of 

development activity in accordance with the associated risks. Priority areas for development 

each year are identified in the Information Board annual workplan, the annual Strategy & 

Challenge business plan and the ICT Strategy, 2013-18.     

 

4.  Our strategy: where are we now and what will be our approach 

going forward?   

A. Effective partnership working 

Many services are now delivered in partnership or are commissioned from third parties.  This 

requires additional safeguards when managing our information: we need to ensure that 

information ownership is clear and that the right people have appropriate access to the right 

information throughout its lifecycle.   

Our approach 

 We will provide and maintain robust information governance and security 
standards and assurance  

o Continue to undertake annual assessments to ensure we meet minimum 
standards imposed by legislation and regulation (including Public Services 
Network (PSN) and the Information Governance toolkit). 

o Work to national security/governance/records management/data interoperability 
standards to facilitate partnership working and information sharing by keeping up-
to-date through specialist professional networks.   

 We will embed information sharing agreements council-wide   
o The overarching Information Sharing Agreement will be regularly reviewed with 

partners.   
o The underlying specific information exchange agreement templates and guidance 

will be promoted so that information is shared responsibly and securely.  

 We will provide guidance and tools to facilitate partnership working   
This will include:  

o providing ‘information related’ guidance to project managers, commissioners and 
contract managers to aid partnership working, reduce associated risks and 
ensure the whole information lifecycle is taken into account;  



4 

 

o developing an improved understanding of Council information and sensitivities 
before it is shared by providing examples of information flow maps etc;  

o providing a secure means to store, organise, share and access information (e.g. 
including, but not limited to, secure email).   

 

B.  Compliant and secure 

The legislative framework in which we work is set out in section 3 above.   Each year has 

seen a significant growth in the number of requests for information under the Data Protection 

and Freedom of Information Acts.  This trend looks set to continue, making it increasingly 

challenging to manage the requests within the resources available.  

At a time when the significance of information and related technologies is increasing in most 

aspects of business and public life, there is a greater need to mitigate information risk and 

protect information and related IT assets from ever changing threats.   

The Council’s operating model with its focus on commissioning means that there is a greater 

emphasis on contracts.  Increasing reliance on third parties brings business benefits, but the 

Council must take reasonable steps to ensure that our contractors/providers protect the 

information in their care from unauthorised disclosure (confidentiality), improper modification 

and destruction (integrity), and non-access when required (availability). 

 

Our approach 

 We will implement and maintain a framework of policies, guidance and self-help 
tools at http://www.gloucestershire.gov.uk/extra/information-management-policies and at 
http://staffnet/13629.   Policy development will take account of information security 
standards (ISO27001), the COBIT IT governance framework, and practical guidance 
from the Information Commissioner’s Office and The National Archives.   

 We will provide dedicated resources to manage requests for information.   We will 
regularly review practices to ensure we are best placed to deal with the ongoing increase 
in volume of requests.     

 We will provide a holistic approach to protecting information by a combination of 
technical and non-technical security measures. We will work towards a good 
understanding of information risk management to encourage proportionate security 
measures that reflect a balance of the risks and the benefits.   

 We will ensure that asset ownership and responsibilities are clear by implementing, 
publishing and maintaining an information asset register.  

 We will monitor and evaluate security weaknesses and incidents and implement 
improvements as required.   

 We will keep a watching brief on information implications of new legislation. 
 

 

C.  Improved customer outcomes 

The Council is transforming the way we do business with our customers.  The vision 

includes channel shifting so that more customers can do business with us on-line, increased 

self service, more end-to-end transactions, more mobile working, automated workflow and 

http://www.gloucestershire.gov.uk/extra/information-management-policies
http://staffnet/13629
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virtual contact by staff.  Good information management is fundamental to delivering this 

vision.  

Customers themselves are more aware of their rights of access to information and there are 

increasing expectations in a 24/7 web-enabled world.  Enhanced customer insight will also 

be key to improving services. 

In line with central government strategy we will work towards providing combined social care 

and health records which patients/clients can in due course access themselves, ‘single view 

of the customer’ and ‘my citizen account’1.  This vision includes customers being able to 

access their own records, opt into services they wish to engage with, track the progress of 

their enquiries and supply their own updated information once for dissemination across all 

relevant council databases.  This direction of travel needs to be borne in mind when planning 

new information systems.     

We will also work towards making information and large datasets publicly available to 

promote transparency, accountability and promote innovation. 

Our approach 

 We will continue our programme of proactively publishing information and 
datasets to support requirements of openness, transparency and accountability; we will 
ensure FOI responses provide access to information in a re-usable format2 

 We will improve secure channels for interacting with customers (e.g. Egress 
encrypted email)   

 We will take account of the overall direction of travel for improved customer 
outcomes when designing and/or commissioning new information systems. 

 We will continue to identify and preserve key records of the Council’s major activities 
and decisions permanently in Gloucestershire Archives. 

 We will implement GCC’s digital continuity policy to ensure continued and trusted 
access to information for current and future staff and customers.    

 

D.  Better value for money  

The council now has more information, is integrating more systems and sharing more 

information with partners than ever before.  Good information management helps control 

costs, and together with ICT, will be a critical enabler of service change and improvement.  

Better use of information can also improve value for money across our services.   

Failure to manage information appropriately can lead to:  

 Additional costs of recreating or recovering lost information, and storing or digitising 
information we don’t need.  

 Poor outcomes for customers, poor decision making, difficulty or additional costs in 
providing on-going services.  

 Penalties and fines 

                                                           
1
 Caldicott Review, 2013 and the governmental response; Department of Health’s 2012 strategy for 

transforming information for the NHS, public health and social care:  By April 2018 “digital information to be 

fully available across NHS and social care services, barring any individual opt-outs.” 
2
 In line with the 2013 Dataset Code of Practice under the Freedom of Information Act and Local Government 

Transparency Code, May 2014 

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/192572/2900774_InfoGovernance_accv2.pdf
https://www.gov.uk/government/publications/caldicott-information-governance-review-department-of-health-response
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/213689/dh_134205.pdf
http://www.justice.gov.uk/downloads/information-access-rights/foi/code-of-practice-datasets.pdf
https://www.gov.uk/government/publications/local-government-transparency-code-2014
https://www.gov.uk/government/publications/local-government-transparency-code-2014
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Our approach 

 We will support the Council’s Worksmart programme of reducing office space and 
buildings by providing low-cost central storage and a full records management 
programme to ensure that paper records are not taking up expensive office space or 
kept longer than required. 

 We will work towards a prioritised and risk-based approach to managing GCC’s 
growing quantity of electronic records that supports better value for money, 
accountability, flexible working and opportunities for secondary re-use of key information. 

 We will reduce avoidable costs (e.g. fines resulting from poor third party security) by 
considering information implications at the outset of commissioning services, 
major change projects or new contracts.  Initially this will be done by providing advice 
clinics and creating, updating and promoting information checklists.  
 

 

E.  Flexible and agile working 

We need flexible and agile teams across the Council.  This means staff need to access 

information they need, at any time, from anywhere.    

To encourage a ‘One Council’ approach and reduce silo working, records must be regarded 

as corporate rather than personal.   This means a change of culture from relying on 

information held by individuals in their personal P drives and email stores.   

We need to move towards creating, storing and accessing all records in digital rather than 

paper form in appropriate databases, shared drives etc.  All new projects and service 

reviews should store all key information electronically, where feasible.    

Our approach 

 GCC’s approach is set out in detail in the ICT strategy and accompanying road map.   

 We will develop appropriate information governance, procedures and guidance 
before new technological solutions are implemented where feasible. 

 We will ensure all staff working remotely in the field and from home, are 
appropriately trained (data handling guidelines and remote working policy)  

 We will work towards a change of culture where key information is held for corporate 
benefit rather than in personal stores.  

 

 

F.  Maximise value of information   

Many Council staff spend a high proportion of their time creating, gathering or managing 

information.  We can maximise the return on this investment in information by using it to 

inform the commissioning and delivery of services to Gloucestershire citizens.  

As a commissioning council, evidence based decision making requires good quality, relevant 

and timely information and data interrogation tools to support service delivery and the 

planning of future services, performance monitoring and nationally required returns.                                         

 

http://staffnet.gloscc.gov.uk/ictstrategy
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Our approach 

 GCC’s approach is set out in detail in the Data Quality Strategy and annual action 
plans. 

 We will work towards a comprehensive overview of core business data, using tools 
such as the information asset register and information flow mapping.   

 

8.  Roles and Responsibilities    

Director: Strategy & Challenge (Senior Information Risk Owner (SIRO) and Chief 

Information Officer(CIO)) – Accountable for the effectiveness of the Council’s arrangements 

for managing and protecting information, ensuring that the Council has adopted and 

implemented appropriate information management and security strategy, policies, assurance 

arrangements, and that the Council has an adequately resourced and effective information 

management and security service. Responsible for information risk on behalf of the Chief 

Executive and Chief Officers’ Management Team. 

Director of Programme Support – Accountable for the effectiveness of the Council’s 

technical security arrangements and protecting information, ensuring that the Council has 

adopted and implemented appropriate technical security policies and assurance 

arrangements, and that the Council has an adequately resourced and effective technical 

security support service in place. 

Information Board – Responsible for developing and overseeing the Council’s approach to 

information strategy and governance, policy and standards.  

Audit and Governance Committee – Monitor the adequacy and effectiveness of 

arrangements in place for information management and security.   

Information Asset Owners – Responsible for undertaking information risk assessments, 

implementing appropriate controls, recognising actual or potential security incidents and 

ensuring that policies and procedures are followed.  

Information Management Service – Responsible for developing and maintaining a 

framework of GCC-wide policies, procedures and guidance to help colleagues manage the 

Council’s information assets effectively and securely; providing corporate information 

management, compliance and security training; and providing specialist information 

management, compliance and security advice and support to the SIRO/CIO, Caldicott 

Guardians, Commissioning and Delivery Directors, Heads of Service, Service Managers, 

and Information Asset Owners.  

Caldicott Guardians – Responsible for ensuring that the Council satisfies the highest 

practical standards for handling person identifiable information in their area, supporting work 

to facilitate and enable information sharing, advising on options for lawful and ethical 

processing of information. 

ICT – Responsible for providing technical security advice and support to the SIRO/CIO, 

Commissioning and Delivery Directors, Heads of Service, Service managers, and 

Information Asset Owners; developing governance and security policies, procedures and 

guidelines; implementing and administering appropriate technical security controls.  

http://www.gloucestershire.gov.uk/extra/CHttpHandler.ashx?id=58950&p=0
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Directors/Heads of Service/Service Managers – Responsible for understanding and 

addressing information risk within their area, and ensuring that appropriate arrangements 

are in place to manage information risk within their area, and within contracts and 

partnership agreements, and providing assurance on the security and use of those assets.  

Commissioning/Delivery Directors are responsible for assigning ownership of information 

assets to Information Asset Owners.   

Staff – All staff are responsible for managing and protecting the Council’s information assets 

they handle, and for following information management & security and ICT policies and 

procedures.   

Members – Responsible for managing and protecting the Council’s information assets they 

handle.   

Service providers, contractors, partners and suppliers – Responsible for complying with 

Council policies, standards, contracts and partnership agreements.   We expect the same 

standards as for our own staff.   

 

9. Training  

This strategy will be achieved through people and their approach to handling and managing 

information.   A programme of training and communications will include the following: 

 Annual refresher training for all staff to develop an security-positive culture 

 Use of MyCompliance tool to disseminate policies and key messages  

 Specialist training for key groups such as information asset owners or those dealing 
with personal and sensitive information on a regular basis. 

 Specific systems training, e.g. SAP, ERIC, Capita One, GCSX. 

 Role based training where appropriate. 
 

 

10. Monitoring and Review 

Ownership of this strategy rests with Information Board members who are responsible for 

agreeing, monitoring, promoting and reviewing its implementation.   

An action plan will be developed to support this strategy, the key elements of which will be 

incorporated into the Information Board’s risk-based annual work plan.  This will be 

monitored quarterly.  Monitoring will also include Reports to Audit and Governance 

Committee, review of strategic risk registers, internal audits, external audits or peer reviews 

where appropriate.   
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11. Further Information and Related Documents 

Information management and security policies, including the data quality strategy, are 

available at (http://staffnet/13629 and at http://www.gloucestershire.gov.uk/extra/information-

management-policies 

 

12. Review 

The next major review of the overall information strategy is due in November 2016.   
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Version History  

Version  Version date Summary of Changes 

0-1 2003, Jun Information management strategy – primarily covering freedom 
of information, data protection and records management 

1-0 2007, Sep Information management strategy – substantial re-write setting 
out vision for next 5 years.  Approved by Directors’ Board, 5 Sep 
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2-0a-b 2013, Sep Draft information strategy v 2.0a and b for consultation  
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