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Appendix 2 – Summary of relevant information from the Data Protection 
Act  
 
The Data Protection Act 1998 governs the protection and use of personal 
information relating to living individuals. 
 
Any organisation processing personal information is responsible for abiding by 
the data protection principles and may be under a legal obligation to notify the 
Information Commissioner of that processing. 
 Although primarily concerned with protecting personal information, the Act 
recognises the need to share personal information in certain     
circumstances. It therefore contains provisions which permit the sharing of 
such information in certain situations. 
 

The Principles of the Data Protection Act 1998 

1. Personal data shall be processed fairly and lawfully and, in particular, 
shall not be processed unless –  
(a) at least one of the conditions in Schedule 2 is met, and 
(b) in the case of sensitive personal data, at least one of the conditions in 
Schedule 3 is also met. 

2. Personal data shall be obtained only for one or more specified and lawful 
purposes, and shall not be further processed in any manner incompatible with 
that purpose or those purposes. 

3. Personal data shall be adequate, relevant and not excessive in relation 
to the purpose or purposes for which they are processed. 

4. Personal data shall be accurate and, where necessary, kept up to date. 

5. Personal data processed shall not be kept for longer than is necessary 
for that purpose or those purposes. 

6. Personal data shall be processed in accordance with the rights of data 
subjects under the Data Protection Act 1998. 

7. Appropriate technical and organisational measures shall be taken 
against unauthorised or unlawful processing of personal data and against 
accidental loss or destruction of, or damage to, personal data. 

8. Personal data shall not be transferred to a country or territory outside the 
European Economic Area unless that country or territory ensures an adequate 
level of protection for the rights and freedoms of data subjects in relation to 
the processing of personal data.  

Schedule 2 conditions for processing personal data: 

 
 The individual who the personal data is about has consented to the 

processing.  
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 The processing is necessary: 

- in relation to a contract which the individual has entered into; or 
- because the individual has asked for something to be done so 
they can enter into a contract. 

 The processing is necessary because of a legal obligation that applies to 
authority (except an obligation imposed by a contract).  

 The processing is necessary to protect the individual’s “vital interests”. 
This condition applies, for example, in cases of life or death, such as where 
an individual’s medical history is disclosed to a hospital’s A&E department 
treating them after a serious road accident.  

 The processing is necessary for administering justice, or for exercising 
statutory, governmental, or other public functions.  

 The processing is in accordance with the “legitimate interests” condition.  

 

Schedule 3 conditions for processing sensitive personal data 

 

 The individual who the sensitive personal data is about has given 
explicit consent to the processing.  

 The processing is necessary so that you can comply with employment 
law.  

 The processing is necessary to protect the vital interests of:  

- the individual (in a case where the individual’s consent cannot be 
given or reasonably obtained), or 
- another person (in a case where the individual’s consent has 
been unreasonably withheld). 

 The processing is carried out by a not-for-profit organisation and does 
not involve disclosing personal data to a third party, unless the 
individual consents. Extra limitations apply to this condition.  

 The individual has deliberately made the information public.  

 The processing is necessary in relation to legal proceedings; for 
obtaining legal advice; or otherwise for establishing, exercising or 
defending legal rights.  

 The processing is necessary for administering justice, or for exercising 
statutory or governmental functions.  

 The processing is necessary for medical purposes, and is undertaken by 
a health professional or by someone who is subject to an equivalent 
duty of confidentiality.  

 The processing is necessary for monitoring equality of opportunity, and 
is carried out with appropriate safeguards for the rights of individuals.  

 

Fair Processing Provisions 

To comply with the 1st principle of the Data Protection Act individuals must 
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be informed of: 

1. Who is responsible for their personal information (who the Data 

Controller is?); 

2. The purpose or purposes for which their information will be used; and 

3. Who their information may be shared with. 

Any further information required to allow the individual to fully understand the 
processing being undertaken and any possible consequences which may 
result from any information sharing which may take place. 


