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Gloucestershire County Council 
Information Security Policy  

 

1.0 Foreword by the Chief Executive 

Information is the life blood of Gloucestershire County Council.  Without it, our 

jobs would be impossible to do. 

Information is precious.  We are committed to preserving the confidentiality, integrity, 

and availability of our information assets:  

 for sound decision-making; 

 to deliver quality services to our customers; 

 to comply with the law;  

 to meet the expectations of our customers and citizens; and 

 to protect our reputation as a professional and trustworthy organisation. 

Damage to any information we hold can cause problems for our business, 

customers, citizens, and third parties.  We have identified information management 

as one of our key risks and are putting in place measures that help us to manage it. 

Information security is everyone’s responsibility. We all need to make sure that we 

know how to use information safely and securely. This policy sets out what we all 

need to know. Whilst it is an important policy document, it is readable and full of 

practical help - please read it and ask yourself if you are doing everything you can to 

protect our reputation.  

  

Pete Bungard 

Chief Executive 
Gloucestershire County Council
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2.0 Definition of Information Security 

2.1 Information security means safeguarding information from unauthorised access or 

modification to ensure its: 

 Confidentiality – ensuring that the information is accessible only to those 

authorised to have access; 

 Integrity – safeguarding the accuracy and completeness of information by 

protecting against unauthorised modification; 

 Availability – ensuring that authorised users have access to information and 

associated assets when required. 

3.0 Policy statement 

3.1 Information is an important asset, Gloucestershire County Council (the Council) are 

committed to preserving the confidentiality, integrity, and availability of our 

information assets: 

 For sound decision making; 

 To deliver quality services; 

 To comply with the law; 

 To meet the expectations of our customers; 

 To protect our customers, staff, partners, and our reputation as a professional 

and trustworthy organisation. 

3.2 The purpose of our Information Security Policy is to protect the Council’s information 

and that of our partners, to manage information risk and reduce it to an acceptable 

level, while facilitating reasonable use of information in supporting normal business 

activity and that of our partners. 

4.0 Scope 

4.1 This policy applies to all councillors, employees, partners, contractors and agents of 

the Council (i.e. users) who use or have access to council information, computer 

equipment or ICT facilities.  

4.2 The policy applies throughout the lifecycle of the information from creation, storage, 

and use to disposal.  It applies to all information including: 

 Information stored electronically on databases or applications e.g. email; 

 Information stored on computers, PDAs, mobile phones, printers, or 

removable media such as hard disks, CD rom, memory sticks, tapes and 

other similar media; 

 Information transmitted on networks; 

 Information sent by fax or other communications method; 
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 All paper records; 

 Microfiche, visual and photographic materials including slides and CCTV; 

 Spoken, including face-to-face, voicemail and recorded conversation. 

5.0 Legal and regulatory requirements 

5.1 Users of the Council’s information assets will abide by UK and European legislation 

relevant to information security including: 

 Data Protection Act 1998 

 Computer Misuse Act 1990  

 Electronic Communications Act 2000  

 Copyright, Designs and Patents Act 1988 

 Human Rights Act 1998 

 Regulation of Investigatory Powers Act 2000  

 Telecommunications (Lawful Business Practice) Regulations 2000  

 Civil Contingencies Act 2004  

 Freedom of Information Act 2000  

and any specific information protection standards relevant to Council business such 

as the Payment Card Industry Data Security Standard (PCI DSS)  

https://www.pcisecuritystandards.org/security_standards/.  This list is not exhaustive 

and may change over time.  Users should seek guidance about the legal constraints 

of using information in their work and the Council will provide appropriate guidance 

and training to its staff. 

6.0 Roles and Responsibilities 

6.1 The Council’s Senior Information Risk Officer (SIRO) has responsibility for managing 

information risk on behalf of the Chief Executive and Chief Officers’ Management 

Team, setting strategic direction and ensuring policies and processes are in place for 

the safe management of information. 

6.2 Directors have responsibility for understanding and addressing information risk within 

their service area, assigning ownership to Information Asset Owners and ensuring 

that within their service area appropriate arrangements are in place to manage 

information risk, and to provide assurance on the security and use of those assets. 

6.3 Information Asset Owners undertake information risk assessments, implement 

appropriate controls, recognise actual or potential security incidents and ensure that 

policies and procedures are followed. 

6.4 A more detailed description of these key roles and other roles responsible for 

supporting the development and delivery of information security council wide is 

provided at appendix 1.   

https://staffnet.gloucestershire.gov.uk/information-management-security-governance/requests-for-information/data-protection/
http://www.legislation.gov.uk/ukpga/1990/18/contents
http://www.legislation.gov.uk/ukpga/2000/7/contents
https://staffnet.gloucestershire.gov.uk/policies-procedures-and-forms/procedures-and-guidance/council-wide-policies-and-procedures/copyright-compliance/
http://www.legislation.gov.uk/ukpga/1998/42/contents
http://www.legislation.gov.uk/ukpga/2000/23/contents
http://www.legislation.gov.uk/uksi/2000/2699/contents/made
http://www.gloucestershire.gov.uk/your-community/emergencies-and-your-safety/
http://www.gloucestershire.gov.uk/media/13741/2015-freedom-of-information-and-environmental-information-policy-v5-1.pdf
https://www.pcisecuritystandards.org/security_standards/
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7.0 Approach to Risk Management 

7.1 Information risk will be managed in accordance with the Council’s Risk Management 

Policy Statement and Strategy.  The Senior Information Risk Officer (SIRO) and 

CoMT will have oversight of information risk and the information risk management 

processes.   

7.2 In accordance with the Council’s Risk Management Policy Statement and Strategy, 

Directors are responsible for ensuring critical information assets and systems are 

subject to information risk analysis on a regular basis. The risk assessment will 

ensure that: threats and vulnerabilities are identified, risks are assessed, and 

appropriate decisions are made regarding risks that are accepted and those to 

mitigate by control measures to reduce the risk to an acceptable level.  

7.3 An information classification scheme has been adopted.  This will be applied 

throughout the Council based on the confidentiality/sensitivity of information in use. 

Ownership of critical information and systems will be assigned to individuals, with 

responsibilities clearly defined.   

8.0 Action in the event of a policy breach 

8.1 All employees, and anyone who delivers services on the Council’s behalf e.g. 

contractors, partners, agents or other third parties with access to the Council’s 

information assets have a responsibility to promptly report any suspected or 

observed security breach; further details are provided at 

https://staffnet.gloucestershire.gov.uk/internal-services/information-management-

security-governance/reportinginvestigating-a-security-breach/.  

8.2 Security breaches that result from a deliberate or negligent disregard of any security 

policy requirements may, in the Council’s absolute discretion, result in disciplinary 

action being taken against that employee. In the event that breaches arise from the 

deliberate or negligent disregard of the Council’s security policy requirements by a 

user who is not a direct employee of the Council, the Council shall take such punitive 

action against that user and/or their employer as the Council in its absolute 

discretion deems appropriate.   

8.3 The Council may, in its absolute discretion refer the matter of any breach of the 

Council’s security policy requirements to the police for investigation and (if 

appropriate) the instigation of criminal proceedings if in the reasonable opinion of the 

Council such breach has or is likely to lead to the commissioning of a criminal 

offence. 

https://staffnet.gloucestershire.gov.uk/internal-services/information-management-security-governance/reportinginvestigating-a-security-breach/
https://staffnet.gloucestershire.gov.uk/internal-services/information-management-security-governance/reportinginvestigating-a-security-breach/
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9.0 Other supporting Information Security Policies, Standards and Procedures  

9.1 This policy is supported by more detailed policies, standards, and procedures; these 

 include but are not limited to the following: 

 Information Classification and Protection Policy 

 Data Protection Policy 

 Information Security Incident Management Policy, and Incident Response and 

Escalation Procedure 

 Information/IT Access Policy 

 Remote Working Policy 

 Portable Media Policy 

 Software Management Policy 

 Internet Acceptable Use Policy 

 Email Acceptable Use Policy 

 GCSx Acceptable Use Policy 

 Freedom of Information Policy 

 Testing with Personal Data Standard 

 Scanning Standards 

All supporting policies, standards, and procedures can be found at 

http://www.gloucestershire.gov.uk/council-and-democracy/strategies-plans-

policies/information-management-and-security-policies/.  

10.0 Information Security Policy Exceptions 

10.1 Exceptions will be granted only where there is a clear business case to do so, and 

where there is evidence that a risk assessment has been undertaken and any 

additional risks introduced by the exception are mitigated to an acceptable level. The 

approval of the relevant Director is required, and where this impacts on technical 

controls the approval of the Programme Director is required. 

10.2 All records of exceptions should be directed to Information Security at 

informationsecurity@gloucestershire.gov.uk who maintain a record of all such 

exceptions.  

11.0 Review of the Information Security Policy 

11.1 The current version of this policy is held on Staffnet at 

http://www.gloucestershire.gov.uk/council-and-democracy/strategies-plans-

policies/information-management-and-security-policies/ along with information that 

supports this policy.   

11.2 This policy will be reviewed as it is deemed appropriate or at least every 3 years. 

http://www.gloucestershire.gov.uk/council-and-democracy/strategies-plans-policies/information-management-and-security-policies/
http://www.gloucestershire.gov.uk/council-and-democracy/strategies-plans-policies/information-management-and-security-policies/
mailto:informationsecurity@gloucestershire.gov.uk
http://www.gloucestershire.gov.uk/council-and-democracy/strategies-plans-policies/information-management-and-security-policies/
http://www.gloucestershire.gov.uk/council-and-democracy/strategies-plans-policies/information-management-and-security-policies/
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Appendix 1 

Roles Statement 

The SIRO is responsible for: 

 Initiate and oversee the development and maintenance of the Information 
Security Policy and supporting documentation; 

 Taking ownership of the Council’s Information Security Policy, Incident 
Management Policy, and information risk assessment process to support and 
inform the Council’s Annual Governance Statement; 

 Advocating information risk management at board level ensuring that they are 
adequately briefed and kept up-to-date on information risk issues; 

 Review and challenge of the Information Security Risk Register, risks, 
controls, further actions, and progress, ensuring that identified information 
security risks are managed and mitigation plans are robust; 

 Ensuring that the Council’s approach to information security and information 
risk assessment is communicated to all councillors, employees, partners, 
contractors and agents; 

 Ensuring that information security arrangements are regularly reviewed to 
ensure that they comply with this policy and other security policies and 
standards in place. 

Directors and managers are responsible for: 

 Promoting Information Security to all employees, contractors, partners and 
agents within their service area; 

 Ensuring that employees understand and adhere to the Information Security 
Policy and its associated policies and procedures; 

 Ensuring that information  security requirements are specified in partnership 
agreements and third party contracts; 

 Assigning Information Asset Owners for all information in their area of 
responsibility (Directors); 

 Ensuring that regular information risk assessments are undertaken, and 
controls proportionate to the risk are implemented to protect their information; 

 Ensuring that information security communications are effectively cascaded to 
all staff, partners, contractors and agents; 

 Ensuring that information security is an integral part of all service processes; 

 Providing the Directors’ Assurance Statement on Information Risk 
Governance to inform the Council’s Annual Governance Statement 
(Directors); 

 Ensuring effective business continuity plans are in place. 

Information Asset Owners are responsible for:  

 Understanding what information is held, added, removed, how information is 
moved, who has access and why; 

 Understanding and addressing risks to information assets; 
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 Undertaking information risk assessments for critical information assets on a 
regular basis, ensuring that threats and vulnerabilities are identified, risks are  
assessed, and appropriate decisions made regarding risks that are accepted, 
and those to mitigate by control measures to reduce the risk to an acceptable 
level;  

 Updating information asset risk registers; 

 Undertaking monitoring to ensure that security controls continue to be 
effective; 

 Managing the residual information risk; 

 Ensuring that in respect of their information assets policies and procedures 
are followed; 

 Providing assurance on the security and use of their information assets to 
their Director to inform the Council’s Annual Governance Statement.  

The Information Management Service are responsible for: 

 Providing information security advice and support to the SIRO, Directors,  
Managers, and Information Asset Owners; 

 Development of appropriate information security policies, procedures and 
guidelines to protect the Council’s information; 

 Promoting information security awareness and structured information risk 
assessment; 

 Providing advice and guidance to enable Information Asset Owners to identify 
and manage information risks; 

 Providing information security training. 

ICT are responsible for: 

 Providing information security advice and support to the SIRO, Directors,  
Managers, and Information Asset Owners; 

 Development of appropriate information security policies, procedures and 
guidelines to protect the Council’s information; 

 Being the custodian of electronic information in its care, implementing and 
administering appropriate technical security controls; 

 Providing advice and guidance to enable Information Asset Owners to identify 
technical information security risks and appropriate technical security controls. 

All Users  

Information security is everyone’s responsibility and all employees, third parties and 
partners who have access to the Council’s information are required to comply with 
this policy and supporting policies, standards, and procedures. 
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Document Control 

 

Author: Sue Blundell, Information Security Advisor 

Owner: Jane Burns, Director: Strategy & Challenge (Chief Information 
Officer, Senior Information Risk Owner) 

Document Number:  V2.4 

 

Revision History Date of next revision: September 2018 

 

Revision 
date 

Summary of Changes Changes 
marked 

Nov 2010 Roles and responsibilities including SIRO, Directors, Information 
Asset/System Owners, IMS, ICT. 
 
Action in the event of a policy breach to take account of working with 
other organizations and partners. 
 
Approach to Risk Management to take account of SIRO, Risk 
Management Policy Statement and Strategy, information classification, 
information risk assessments. 
 
Removed information in sections 7 to 13 to avoid duplication with more 
detailed policies. 

V2.0 

January 
2012 

Align all Information Security Policy review dates to Nov 2012 as agreed by 
Information Board 26/9/2011.  Section 9.1 updated to include reference to new 
policies introduced. 

V2.1 
 

November 
2012 

Add PCI DSS compliance to para 5.1 
Various amendments to reflect organization structure changes. 
References to Information Asset/Systems owner replaced by Information Asset 
Owner 
Para 9.1 updated to include additional policies introduced since January 2012 

V2.2 

September 
2015 

Links to policies and list of supporting policies updated. Review period updated 
to every three years. 

V2.3 

April 2016 Links to staffnet pages updated to take in to account new IMS pages V2.4 

 

Consultation This document has been distributed to: 
 

Name Title Date of 
Issue 

Version 

Theresa Mortimer Finance Manager – Audit & Risk Management 22/10/10 2.0 

Will Felgate Senior Lawyer 26/10/10 2.0 

Iain Bryson Head of Emergency Management Service 26/10/10 2.0 

Heather Forbes Head of Information Management 26/10/10 2.0 

Information Board N/A 5/11/10 2.0 

Directors’ Board N/A Dec 2010 2.0 
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Version 2.2 Information Board 19/12/2012 

Version 2.3 Jane Burns 28/09/15 

 


