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Gloucestershire County Council 
DRAFT Information Protection and Handling Policy  
(Covers: Information protection and handling standards, Information assets and 
inventories, and information asset ownership) 
 

Policy Statement 

1. Gloucestershire County Council (the ‘Council’) has a substantial amount of 

information which provides the foundation of all service provision.  Information, like 

any other strategic asset must be protected.   

2. While the Council has a responsibility to be as open and transparent as possible, 

information has varying degrees of sensitivity and some information requires  

protection and/or special handling. This policy aims to ensure that information is 

appropriately protected from loss, unauthorised access or disclosure, and outlines 

responsibility for information assets and information handling standards.  

 

Risk Management 

3. There are risks associated with inappropriate handling of personal and/or sensitive 

information.  This policy aims to ensure appropriate protection and handling of the 

Council’s information assets to help to mitigate the following risks: 

 Harm or distress to individuals or groups 

 Service disruption and/or substantial financial loss 

 Damage to the Council’s reputation 

 Potential legal action and/or fines against the Council or individual(s) 

 

Scope 

4. This policy applies to all employees, partners, contractors, agents, and 

representatives (users) working for or on behalf of the Council.  

5. It applies to all information assets created or held by the Council, in whatever format 

(e.g. paper, electronic, email, microfiche, film) and however it is stored (e.g. 
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computer system/database, S and P drive filing, email, filing cabinet and personal 

filing drawers).  

Information Sharing 

6. Information needs to be trusted (reliable, accurate, complete, up-to-date) and 

available to the right people at the right time.  The failure to share and exploit 

information can impede effective council business and have severe consequences.  

The principles of openness and transparency, open data and information reuse 

require individuals to consider proactive sharing of public sector information and 

datasets but this must always be a reasoned judgement taking confidentiality and the 

requirements of the Data Protection Act into account. 

7. Council information covers a wide range of information with differing value and 

sensitivity.  Some information could have damaging consequences if lost, stolen or 

published in the media; it is important that this information is safeguarded to prevent 

loss, inappropriate access, deliberate compromise or opportunistic attack, as well as 

to comply with legal and regulatory obligations.  

 

Information Protection/Handling  

8. All information where a duty of confidence applies, this includes but is not limited 

to: 

 Customer or staff information for which we have a duty of care such as 

names, addresses, bank account or credit card details, social care records 

 Combinations of items, some or all of which may be in the public domain, but 

when put together could cause harm or embarrassment to the customers 

concerned 

 Tenders for new contracts 

 Information relating to disciplinary proceedings or investigations   

must be handled, transferred, stored and disposed of in accordance with the 

Council’s Information Handling standards for Personal and/or Sensitive 

information. 

9. Very sensitive information may need to be marked to highlight the sensitivity of the 

information and to reinforce the ‘need to know’ for access to that information. In such 

cases the handling caveat OFFICIAL – SENSITIVE must be prominently displayed, 

along with meaningful special handling guidance e.g. by writing on top of an email 

‘OFFICIAL-SENSITIVE attached is a draft submission that seeks member/senior 

management clearance for (insert).  This is for your eyes only – it remains highly 

contentious and should not be copied further’.   

https://staffnet.gloucestershire.gov.uk/information-management-security-governance/how-to-manage-information-and-work-securely/standards-for-handling-personal-andor-sensitive-information/
https://staffnet.gloucestershire.gov.uk/information-management-security-governance/how-to-manage-information-and-work-securely/standards-for-handling-personal-andor-sensitive-information/
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10. Information about what constitutes very sensitive information and when, how, and 

where to apply the handling caveat is provided at 

https://staffnet.gloucestershire.gov.uk/information-management-security-

governance/how-to-manage-information-and-work-securely/standards-for-handling-

personal-andor-sensitive-information/  

Information Asset Management 

Information Asset Inventories 

11. An information asset is information that is valuable to the Council’s business, and will 

often be a collection of business information, for example the information held on the 

ERIC social care system and any supporting files and documents would collectively 

be an information asset regardless of the format e.g. paper, electronic, or microfilm. 

To assess whether something is an information asset consider whether: 

 It has value to the Council 

 It would cost money to re-acquire 

 There would be legal, reputational or financial repercussions if it could not be 

produced on request 

 It would affect operational efficiency if it cannot be accessed easily 

 There are risks associated with its loss, inaccuracy or inappropriate 

disclosure. 

12. The Council will maintain inventories of its key information assets. All key information 

assets must have a nominated owner (i.e. the Information Asset Owner). The 

http://gccwebapps/BusinessApplicationsCatalogue/  includes details of all Council 

information assets and identifies the Information Asset Owner.  The Information 

Management Service retains details of information owners for records held in the 

records centre.  

Information Asset Ownership 

13. Information Asset Ownership will be assigned to a role with a position of seniority 

that is appropriate for the value of the asset owned.   Usually the owner will be the 

key stakeholder; the person who has most control over the information.  Where an 

information asset is specific to a particular service area or business function then the 

owner will be the manager responsible for that particular service area/business 

function.  Where there is doubt about where the asset ownership responsibility 

should be, decision making will be referred to the appropriate Director, or to the 

Chief Officer’s Management Team (COMT) in the case of cross cutting information 

systems.   

https://staffnet.gloucestershire.gov.uk/information-management-security-governance/how-to-manage-information-and-work-securely/standards-for-handling-personal-andor-sensitive-information/
https://staffnet.gloucestershire.gov.uk/information-management-security-governance/how-to-manage-information-and-work-securely/standards-for-handling-personal-andor-sensitive-information/
https://staffnet.gloucestershire.gov.uk/information-management-security-governance/how-to-manage-information-and-work-securely/standards-for-handling-personal-andor-sensitive-information/
http://gccwebapps/BusinessApplicationsCatalogue/
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14. Further information about the Council’s information asset register and Information 

Asset Owners is available on Staffnet. 

Roles and Responsibilities 

15. The compromise, loss or misuse of personal and/or sensitive information may have a 

significant impact on an individual, an organisation or on Council business. 

Information Asset Owners  

16. Are responsible for ensuring that: 

 The information asset is recorded on the information asset inventory.  

 Access to personal and/or sensitive information that they are responsible for is 

no wider than necessary for the efficient conduct of business, and is limited to 

those with a business need.   

 Where necessary more prescriptive information handling supported by extra 

procedural or technical controls are in place e.g. technically limiting the 

number of records a user can view. 

 Appropriate business processes are in place to ensure that personal and or 

sensitive information is securely handled, reflecting the potential impact from 

compromise or loss, and in line with any specific statutory requirements.  

 Where necessary (and possible) information produced or created from 

databases that requires special handling is protectively marked.   

 
Managers  

17. Are responsible for ensuring that security measures are enforced through local 

business processes, and that personal and/or sensitive information is handled with 

care to comply with legal and regulatory obligations and to reduce the risk of 

inappropriate access. 

All users  

18. Are responsible for protecting personal and/or sensitive information in accordance 

with the Council’s Information Handling Standards for personal and/or Sensitive 

Information and where there is clear requirement to reinforce the ‘need to know’ 

marking information that they create OFFICIAL-SENSITIVE and the special handling 

guidance. See Staffnet for more information  

References 

19. This policy and other related information security policies, standards and procedures 

can be found at http://www.gloucestershire.gov.uk/council-and-

democracy/strategies-plans-policies/information-management-and-security-policies/ .  

https://staffnet.gloucestershire.gov.uk/internal-services/information-management-security-governance/information-asset-owners-iao-help-guidance/http:/gccwebapps/BusinessApplicationsCatalogue/
https://staffnet.gloucestershire.gov.uk/internal-services/information-management-security-governance/information-asset-owners-iao-help-guidance/http:/gccwebapps/BusinessApplicationsCatalogue/
https://staffnet.gloucestershire.gov.uk/information-management-security-governance/how-to-manage-information-and-work-securely/standards-for-handling-personal-andor-sensitive-information/
http://www.gloucestershire.gov.uk/council-and-democracy/strategies-plans-policies/information-management-and-security-policies/
http://www.gloucestershire.gov.uk/council-and-democracy/strategies-plans-policies/information-management-and-security-policies/
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20. Questions regarding the content or application of this policy should be directed to 

InformationSecurity@gloucestershire.gov.uk   

Policy Compliance 

21. All users must comply with this policy (which can be found at 

http://www.gloucestershire.gov.uk/council-and-democracy/strategies-plans-

policies/information-management-and-security-policies/). If you do not understand 

the implications of this policy or how it applies to you, seek advice from the 

Information Management Service on 0145232 4000 or 

informationsecurity@gloucestershire.gov.uk 

22. Breach of this policy may be dealt with under the Council’s Managing Performance 

Improvement Procedure (MPIP) and in serious cases, may be treated as gross 

misconduct leading to summary dismissal.  

Policy Review 

23. This policy will be reviewed as it is deemed appropriate, but no less frequently than 

every 12 months. 

mailto:InformationSecurity@gloucestershire.gov.uk
http://www.gloucestershire.gov.uk/council-and-democracy/strategies-plans-policies/information-management-and-security-policies/
http://www.gloucestershire.gov.uk/council-and-democracy/strategies-plans-policies/information-management-and-security-policies/
mailto:informationsecurity@gloucestershire.gov.uk
https://staffnet.gloucestershire.gov.uk/managers/managing-your-team/performance-management-capability/
https://staffnet.gloucestershire.gov.uk/managers/managing-your-team/performance-management-capability/
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Document Control 

 

Author: Sue Blundell – Corporate Information Security Advisor 

Owner: Heather Forbes, Head of Information Management & Archives 

Approval body Information Board  

Document 
Number: 

V2.0  

 

Revision 

History 

 Date of next revision: May 2015 
 

Version  Version 
date 

Author Summary of Changes 

1.0 9/9/2009 Jenny 
Grodzicka 

Approved, People and Business Change Directors’ Board  

1.1 21/9/2010   Removed procedural information that is now in the guidelines 
for staff. Removed references to CONFIDENTIAL, SECRET 
and TOP SECRET as GCC systems are not approved to hold 
these levels of information. (approved 5 Oct 2010 Information 
Board) 

1.2  18/9/2011 Heather 
Forbes 

Revised and reformatted to reflect current position on 
classification, protective marking, GCSX provision and 
availability of more detailed guidance on Staffnet and related 
security policies. Risk section added and review period 
revised.   

1.3 May 2012 Sue Blundell Revised and reformatted in line with suite of Information 
Management & Security Policies.  Provided clarity regarding: 
roles and responsibilities, what is policy & standards 
(compulsory) and guidance (optional), impact assessment 
(not risk assessment).  Revised supporting documentation on 
Staffnet. 

1.4 November 
2012 

Sue Blundell Due to current government review of the Government 
Protective Marking Scheme the November 2012 review of 
this policy was confined to amending the link to the 
applications catalogue at para13, and changing the next 
policy review date to early 2013. 

2.0 May 2014 Sue Blundell Re-write of the policy to take on board the requirements of 
the new Government Security Classifications. Policy name 
changed from ‘Information Classification and Protection 
Policy’ to ‘Information Protection and Handling Policy’. 

 

Version Approval Body Date 

1.3 Information Board June 2012 

1.4 Information Board 19/12/2012 

2.0 Information Board 29/7/2014 Subject to the 
outcome of current testing 
and implementation by 
Integrated Transport. 
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