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Right to erasure or restriction
Under Chapter 3, Section 47 of the Data Protection Act 2018 (DPA), individuals have the right to erasure. This right can also be known as ‘the right to be forgotten’. 
[bookmark: _Hlk54790119]Important note:
This is not an absolute right and only applies in certain circumstances. We would advise that you check our privacy notices before requesting this right.  Privacy notices inform you of the information we hold, why we hold it, our lawful basis for processing, who it is shared with and how long it will be retained. These will differ depending on the services you have, so you may need to look for more than one.
All our privacy notices can be found here:
https://www.gloucestershire.gov.uk/council-and-democracy/data-protection/privacy-notices/
When does the right to erasure or restriction apply?
You have the right to have your personal data erased if:
· It is no longer necessary for the purpose it was originally collected or processed for
· The lawful basis of consent was used for holding the data and you have withdrawn this. Please note: Most services do not use consent as a lawful basis for processing.  Please check the appropriate privacy notice to see what lawful basis is being used.
· 
· The information is being used for direct marketing.
· The lawful basis of ‘legitimate interests’ is being used and you believe these interests are not valid. 
Please note: Most services do not use ‘legitimate interests’ as a lawful basis for processing.  Please check the appropriate privacy notice to see what lawful basis is being used.
· We have to comply with a legal obligation
· We have processed the personal data to offer information society services.  For more information on this, please see the Information Commissioners Office website:
https://ico.org.uk/for-organisations/guide-to-data-protection/key-data-protection-themes/age-appropriate-design-a-code-of-practice-for-online-services/services-covered-by-this-code/

When does the right to erasure or restriction not apply?
The right to erasure does not apply if the processing of the personal data was necessary for one of the following reasons:
· To exercise the right of freedom of expression and information
· To comply with a legal obligation. 
Please note: Council Services are often a statutory requirement, meaning we have a legal obligation to provide them.  Please check the appropriate privacy notice to see if this lawful basis applies to the data you are requesting.
· The performance of a task is carried out in the public interest or in the exercise of official authority and you have not successfully objected to the processing. 
Please note: Council services are often conducted in the public interest of the residents of Gloucestershire. Please check the appropriate privacy notice to see if this lawful basis applies to the data you are requesting.
· If the information is being processed for the purpose of archiving in the public interest, scientific research historical research or statistical purposes where erasure is likely to render impossible or seriously impair the achievement of that processing
· For the establishment, exercise or defence of legal claims.
In addition, if the processing is of special category data (data relating to racial or ethnic origin; political opinions; religious or philosophical beliefs, trade union membership, genetic data; biometric data - where used for identification purposes-, health, a person’s sex life; and a person’s sexual orientation) the right to erasure or restriction will not apply to the below circumstances:
· if the processing is necessary for public health purposes in the public interest (e.g. protecting against serious cross-border threats to health, or ensuring high standards of quality and safety of health care and of medicinal products or medical devices); or
· if the processing is necessary for the purposes of preventative or occupational medicine; for the working capacity of an employee; for medical diagnosis; for the provision of health or social care; or for the management of health or social care systems or services.
How to request the right of erasure or restriction
You can submit a request by email to foi@gloucestershire.gov.uk or in writing to:
Information Management Service, Shire Hall, Westgate Street, Gloucester, GL1 2TG.
What we need from you:
Please ensure that you have read the above information to ensure this right applies to the data you are requesting is reviewed.
· Please state the reason why you believe the right applies to your personal data.
· As much information as possible about the data you wish to have erased or restricted, including dates, documents or any GCC members of staff that maybe able to assist us in locating the data.
· In order for your request to be valid, we require verification of your identification.  This could be a valid passport, driving license or birth certificate.  Please note that we will not be able to process your request until this has been received.
· If you would like to be corresponded with via post, we will also need verification of your address, this could be a utility bill (dated within 3 months of your request) or council tax bill.
· If you are acting on behalf of another individual, we will need proof of written consent or appropriate power of attorney.

What Gloucestershire County Council can do:
· Review your reasons for requesting the right and confirm that it applies to your data or explain to you why it does not.
· If the information to be erased or restricted has been shared with any third-party organisations we can ensure we inform them then of the erasure or restriction.
· Ensure the data is erased if the right applies. This will include our back up systems as well as any live systems. If the data will remain within a back up environment for a certain period of time until it is overwritten, we will ensure this data is beyond use and it will not be used for another purpose.
· Respond to you within one calendar month of the receipt of your request.  Please note, that if the request is complex we can extend this time by a further two months.  If this is required we will inform you within the first calendar month.
If you are not satisfied with this response or any actions taken in dealing with your request, you have the right to direct your complaint to the Information Commissioner for consideration at the Information Commissioner’s Office, Wycliffe House, Water lane, Wilmslow, Cheshire SK9 5AF or www.ico.gov.uk 
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