In light of the current heightened national threat level, here is a brief reminder of the personal safety advice covered during your induction, particularly in relation to casework and member activities.

There is no known increase to the local threat in Gloucestershire, however it is sensible to remain alert and take some simple, precautionary steps when carrying out your role.
 
When meeting residents or holding surgeries
· Where possible, use council or recognised community venues rather than private settings
· Be mindful of room layout, ensuring you have a clear exit and are not positioned in a way that could restrict your movement
· Consider whether a colleague or staff member should be nearby for higher-risk or sensitive meetings
· Trust your judgement – if a situation feels uncomfortable, it is appropriate to end the meeting early
 
Out and about / general activity
· Take care about what information you share publicly, including on social media
· Be aware of personal information in circulation (e.g. home address, personal contact details)
· Vary routines where appropriate and avoid advertising movements unnecessarily
 
In addition, following recent UK Government changes, we have removed councillors’ home addresses from the council website. This is intended to reduce unnecessary exposure of personal information.
However, due to the nature of the internet, it is important to recognise that this information may still be available elsewhere, and you are encouraged to remain mindful of your personal data and take appropriate precautions.
 
Cyber awareness and social engineering
Councillors can be of interest to malicious actors seeking information or influence. This can include so-called “social engineering” approaches, where individuals attempt to build trust in order to gain access to information or systems.

To help mitigate this risk:
· Be cautious of unexpected emails, messages, or calls, particularly those requesting information or action
· Take care with links and attachments, even where the sender appears familiar
· Avoid sharing sensitive or operational information unless you are confident of the request and its legitimacy
· Be mindful that approaches may reference your public role or recent activity to appear credible
 
General awareness
· Be alert to unusual or persistent contact, whether in person, by phone or online
· Avoid sharing detailed information about council operations or sensitive matters unless you are confident of the request
 
Reporting concerns
If something doesn’t feel right, please trust your instincts and seek advice. Early reporting is encouraged, even where something seems minor.
 
 Concerns can be raised via:
· Your usual council officer contacts
· Democratic Services
 

Support and Guidance

Specialist guidance:
· Personal Safety Guidance for Councillors
· Operation Ford – UK policing initiative focused on protecting locally elected officials from threats and abuse. To report an incident contact Gloucestershire Constabulary’s Force Elected Official Advisor (FEOA) at OpFord@gloucestershire.police.uk 

General Health & Safety reporting and guidance:
· Lone working, Violence & Aggression, Personal Safety and Security
· Security and Personal Safety in Buildings
· Personal safety whilst working out of the office/home
 
Information security and cyber reporting:
· information and ICT security incident reporting
 
 
Further advice and information is available on the SHE Hub and the Knowledge, Information and Data Hub on Staffnet
 

