INFORMATION SHARING AGREEMENT for research purposes
Introduction and Scope
The Researcher wishes to process Confidential Information and Personal Data to perform {title of research} (hereinafter referred to as the “Research”)
The Council is willing to disclose Confidential Information and Personal Data to the Researcher in order to support the undertaking of the Research.
The Parties wish to protect Confidential Information and Personal Data and accordingly have agreed to the terms and conditions of protection contained in this Agreement.
Confidential Information refers to information which is not considered Personal Data as defined by data protection legislation, but is otherwise considered confidential by the Data Discloser.

	Commencement Date:
	End Date: 

	
	



Parties to this Agreement
Gloucestershire County Council, Shire Hall, Westgate Street, Gloucester, GL1 2TG (the “Council”)
{Insert organisation Name} whose registered office is at {Insert address} 
(add more rows as required)
(Each one ‘a Party’ or together ‘the Parties’)

About this Document
This Agreement:
· Is intended to be used for sharing of data for research purposes where the Parties are Controllers or Joint Controllers, and not where one Party is acting as a Processor on behalf of another Party.
· Outlines the specific requirements of information sharing for the purposes defined in Clause 3. 
· Sets out the legislative framework for the legitimate sharing of personal data between the Parties. 
· Is to be agreed and signed by the individuals with overarching responsibility for the personal data for each of the Parties. 
· Should be supplemented by appropriate supporting documentation such as an agreed Research Application Form, Self-Assessment Risk Tool or DPIA.
[bookmark: _Ref123903503]The Research (Agreed Purpose)
This Agreement applies to {title of research}. 
This Agreement applies so long as each party acts a Controller of the personal data processed.
This Agreement sets out the details for the sharing of Personal Data when one Controller (Data Discloser) discloses Personal Data to another Controller (the Data Receiver). This agreement sets out the principles and procedures the Parties shall adhere to and the responsibilities the parties owe to each other.
[bookmark: _Ref123902363]The Parties consider this information sharing necessary to fulfil their responsibilities to {detail of research}.
[bookmark: _Ref123902270]The Parties agree to only Process Shared Personal Data, as described in clause 6.1, clause 6.2 and Appendix 1 for the following purposes:
Academic or policy-related research, including statistical analysis and evaluation of service outcomes for publication,  as set out in clause 3.2. All processing for research purposes will comply with applicable data protection legislation, ethical standards, and any agreed governance frameworks.	Comment by TURCATTI, Domiziana: I added “for publication” after evaluation of service outcomes, in line with the scope of the RG framework. 
The Parties shall not Process Shared Personal Data in a way that is incompatible with the purposes described in this clause 3 (Agreed Purpose). 
Where shared Personal Data has been de-identified or pseudonymised the Data Receiver shall not attempt to re-identify individuals or undo or reverse any pseudonymisation.
In certain circumstances it may occur that the Data Receiver transfers its Personal Data to the Data Discloser in which case the terms of this Agreement shall apply as if, in relation to such Personal Data, the Data Receiver were the Data Discloser, and the Data Discloser were the Data Receiver.
The Agreed Principles 
All Parties shall comply at all times with all applicable laws and regulations relating to processing of personal data and privacy in effect in the UK, including where applicable the guidance and codes of practice issued by the Information Commissioner, the Department of Health and Social Care, NHS Health Research Authority, UK Research and Innovation and other relevant bodies and shall not perform its obligations under this Agreement in such a way as to cause any other Party to this Agreement to breach any of its obligations under such applicable laws, regulations or guidance.
All Parties will use the same degree of care as it uses to protect its own strictly Confidential Information and Personal Data to maintain the data in strict confidence.
All Parties shall not make any use of, or otherwise process, the data and information received other than for the agreed purpose(s) as defined in this agreement and shall not attempt to re-identify individuals where data has been anonymised or de-identified or undo or reverse any pseudonymisation used.
All Parties shall restrict access to the data and information received solely to its staff members and/or the staff members of any authorised third-Party organisation, who need to have such access to carry out the agreed purpose(s).
All Parties are responsible for ensuring the accuracy, completeness, and validity of the data.
All Parties will use its reasonable endeavours to ensure that appropriate security and confidentiality procedures are in place to protect the transfer and use of the Personal Data by:
Complying with any organisations specific data security requirements where necessary and adhering to robust information governance management and accountability arrangements, including effective security event reporting and management; and
Complying with any relevant assessment, reporting and audit requirements relevant to its organisation type as agreed by the Parties. Third Parties shall internally audit their compliance annually and report on such audits to the Data Discloser.
Where any of the processing may lead to any of the Parties becoming Joint Controllers, then this Agreement will include an Appendix 5 setting out the roles and responsibilities of the joint controllers vis-à-vis the data subjects, in line with the requirements of Article 26 of UK GDPR.	Comment by TURCATTI, Domiziana: Shall we highlight this in yellow so that those who fill it out are aware they need to fill out the appendix? Also you are referring to Appendix 5, correct? 	Comment by HOLLAND, Nick: We’ll need to leave it in as the agreement refers to it later. If Appendix 5 isn’t needed it can be marked as such.
The Agreement 
All Parties agree that any arrangement entered will be governed by the requirements, terms and conditions of this Information Sharing Agreement.
All Parties will ensure their organisation’s compliance with all aspects of this Agreement as well as any specific arrangements agreed to by the Parties before the commencement of any information sharing.
Subject to Clause 4.6.2, all Parties are considered a Controller in their own right under current Data Protection legislation and agree to:
hold a valid registration and have paid such fees as are required by the Supervisory Authority which, by the time that the information sharing is expected to commence, covers the intended information sharing, unless an exemption applies.
Appoint a Data Protection Officer, if appropriate, and publish contact details.
All Parties shall appoint a Single Point of Contact (SPoC) who will work together to reach an agreement with regards to any issues arising from the data sharing and to actively improve the effectiveness of the Agreement.
Shared Personal Data	Comment by TURCATTI, Domiziana: Do the Parties need to specify HOW personal data will be shared? Is this to be done in Appendix 2? 	Comment by HOLLAND, Nick: Might be worth a quick discussion about this. Is it something we ask in the research agreement? It might be better if the information is recorded there and then this agreement refers to that.	Comment by TURCATTI, Domiziana: This may be a silly question … does this mean that organisations can exchange fully anonymised research data without needing a DSA? (e.g. fully anonymised interview transcripts) 	Comment by HOLLAND, Nick: It’s a good question! Firstly, I think it might be difficult to fully anonymise an interview transcript as the information will likely contain information personal to that person.

I’ve tried to cover this off with the ‘Confidential Information’ definition in the Introduction/Scope of the agreement. Might be worth a quick call to discuss whether we need to do anything else though.
[bookmark: _Ref123902190]The following types of Personal Data will be shared between the Parties during the Term of this Agreement:
[Insert personal data]
[bookmark: _Ref123902205]The following types of Special Categories of Personal Data will be shared between the Parties during the Term of this agreement:
[Insert special category data]
Further detail on the Shared Personal Data as described in clause 2, and clause 3, is set out in Appendix 1 together with any access and processing restrictions as agreed and established by the Parties.
The Shared Personal Data must not be irrelevant or excessive with regard to the Agreed Purposes.
Lawfulness and Transparency of Processing
[bookmark: _Ref123902235]Each Party shall ensure that it processes the Shared Personal Data fairly, transparently, and lawfully during the Term of this Agreement
Each Party agrees that the legitimate grounds under the Data Protection Legislation for the processing of Shared Personal Data are:
UK GDPR Article 6 – Processing of Personal Data [Delete as appropriate]
Article 6(1)(a) – the Data Subject has given consent to the processing of their Personal Data
Article 6(1)(e) – processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the Controller
Article 6(1)(f) – processing is necessary for the purposes of the legitimate interests pursued by the Controller or by a third party, except where such interests are overridden by the interests or fundamental rights and freedoms of the Data Subject which require protection of Personal Data, in particular where the Data Subject is a child
UK GDPR Article 9 – Processing of Special Category Data [Delete as appropriate]
Article 9(2)(a) – the Data Subject has given explicit consent 
Article 9(2)(g) – Processing is necessary for reasons of substantial public interest
Article 9(2)(h) – processing is necessary for the purposes of preventive or occupational medicine, for the assessment of the working capacity of the employee, medical diagnosis, the provision of health or social care or treatment or the management of health or social care systems and services 
Article 9(2)(i) – processing is necessary for reasons of public interest in the area of public health, such as protecting against serious cross-border threats to health or ensuring high standards of quality and safety of health care and of medicinal products or medical devices, 
Article 9(2)(j) – processing is necessary for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes in accordance with Article 89(1) 
Article 10 Processing of Personal Data relating to criminal convictions and offences [Delete this clause if no Criminal Conviction Data - Delete as appropriate] 
processing shall be carried out under the control of Official Authority or when the processing is authorised by UK law and the appropriate safeguards are in place. (See Schedule 1 DPA 2018) 
Data Protection Act 2018 - Schedule 1 DPA 2018 conditions [Please note: if you are processing Special Category Data under Article 9(2)(g) or criminal convictions or offence personal data you will need to identify the appropriate condition in Schedule 1 DPA 2018 that allows you to do this. Please include all relevant conditions here]
[Enter Conditions here]
Data protection Act 2018, Exemptions from the UK GDPR - Schedule 2,3,4 [Please note: if you wish to apply exemptions to the processing under the Data Protection Act 2018. Please include all relevant details here otherwise please delete this section – Delete as appropriate]
[Enter Exemptions here]
The NHS National Data Opt-Out does / does not apply to the Shared Personal Data [Delete as appropriate]
Law Enforcement Processing - Part 3 DPA 2018 [Delete as appropriate]
[Please state which party to the agreement is a Competent Authority under Part 3 DPA 2018 and is processing the Shared Personal Data under Part 3.] 
Compliance with Common Law Duty of Confidentiality [Delete as appropriate]
Consent [please also explain if this is implied or explicit]
Statutory Gateway [please explain which Statutory Gateway is being used and how this sets aside the Common Law Duty of Confidentiality]
Human Rights Act Article 8 Right to Privacy [Delete as appropriate]
[If interference with Human Right to Privacy, please explain how it is necessary and proportionate to interfere and how this outweighs Article 8]
The Parties agree that the data shall be processed fairly and transparently by [Delete as appropriate]:
Providing an up to date Privacy Policy/Privacy Notice to Data Subjects
Signage/Information Leaflets provided to Data Subjects
Other [please specify and append]
Data Protection Rights
All Parties will comply with the rights of the Data Subject in a fair and consistent manner and in accordance with any specific legislative requirements, regulations or guidance.
All Parties must ensure that they have appropriate policies and procedures in place to facilitate both the protection and the exercising of Data Subject rights.
All Parties must be transparent and inform Data Subjects of the intended processing and their applicable rights.
The Parties each agree to provide assistance, as is reasonably required, to enable other Parties to comply with requests from Data Subjects to exercise their rights under the Data Protection Legislation within the time limits imposed by Data Protection Legislation.
All Parties are responsible for maintaining a record of individual requests for information, the decisions made and any information that was exchanged. Records must include copies of the request for information, details of the data accessed and shared and, where relevant, notes of any meeting, correspondence or phone calls relating to the request.
Freedom of Information Act
This Agreement should be disclosed under the Freedom of Information Act and should form part of each of the parties Publication Scheme. 
Where Parties and/or their partners are not bound by this legislation consideration should still be given to referencing this information on their websites. 
Security and Training 
Without prejudice to the Parties’ other obligations in respect of information security, the Parties agree to have in place throughout the term of their participation appropriate technical and organisational security measures as set out in Appendix 2 to;
a) Prevent:
i) unauthorised or unlawful processing of any shared Personal Data: and/or
ii) The accidental loss or destruction of, or damage to, the Shared Personal Data
b) Ensure a level of security appropriate to:
i) The harm that might result from such unauthorised or unlawful processing or accidental loss, destruction, or damage; and/or
ii) The nature of the Shared Personal Data to be protected
It is the responsibility of each Party to ensure that its staff members are appropriately trained to handle and process the Shared Personal Data in accordance with the organisational and technical security measures set out in Appendix 2 together with any other applicable national data protection laws and guidance and have entered into an employment contract inclusive of confidentiality clauses for the Processing of Personal Data.
The level, content and regularity of training shall be proportionate to the Parties’ staff, agency workers, volunteers and others working on their behalf, including their partners, agents, and sub-contractors’ role.
The Parties shall each comply with the obligation to report a Personal Data Breach to the appropriate Supervisory Authority and (where applicable) Data Subjects under Article 33 of UK GDPR and shall each inform the other Party/Parties of any Personal Data Breach irrespective of whether there is a requirement to notify any Supervisory Authority or Data Subject(s).
The Parties agree to provide reasonable assistance as is necessary to each other to facilitate the handling of any Personal data Breach in an expeditious and compliant manner.
Artificial Intelligence (AI)
The Parties agree that the use of Artificial Intelligence (AI) in connection with the Research shall be strictly controlled and must comply with data protection legislation, ethical standards and the council’s Research Governance Framework.
The Data Receiver shall not use any AI system to collect, process, analyse, interpret, or generate outcomes from Shared Personal Data or Confidential Information unless:	Comment by TURCATTI, Domiziana: Receiver? 
Such use has been explicitly described in the approved Research Application; and
Such use has been formally authorised by the Council through the Research Governance approval process and included in Appendix 4. 
The Data Receiver shall not use any publicly accessible AI system (including but not limited to generative AI tools or large language models accessible via the internet in connection with:
Shared Personal Data or Confidential Information; or
Any outputs derived from such data.
For the purposes of Clause 11.3, publicly accessible AI systems include those which:
Process or store input data outside the direct control of the Parties; or
Reuse, retain or repurpose input data for training, improvement or other secondary purposes.
Where the use of AI is proposed, the Data Receiver shall ensure that:
The use of AI has been subject to appropriate ethical assessment, including consideration of fairness, bias, transparency and accountability.
The intended use of AI has been clearly documented within the Research Application and supporting governance documentation.
The use of AI has been explicitly approved by the Council prior to commencement of any processing.
Any use of AI is clearly communicated to Data Subjects through accessible and appropriate privacy information (including Privacy Notices or participant information materials).
Any Shared Personal Data or Confidential Information input into an AI system is securely deleted or removed from that system once processing no longer necessary for the purposes it was originally shared for, as set out in clause 3.3
The Data Receiver shall remain solely responsible for:
The operation, outputs and performance of any AI system used in the Research.
Ensuring that any AI system is lawful, secure, and appropriate for the Research purpose.
Verifying the accuracy, validity and integrity of any AI generated outputs.
The Data Receiver shall:
Notify the council promptly of any proposed changes to the use of AI within the Research.
Not introduce new AI uses without prior approval.
Cooperate with any audits, reviews or assurances undertaken by the Council in relation to AI use.
Publications
The results of the Research shall be kept confidential to the extent necessary to protect the potential commercial value of any patentable inventions or other intellectual property rights generated during the Research, and any publication or disclosure of the results of the Research by a Party shall not include any of the other Party’s Confidential Information. 
Each Party shall send the other Party a draft of all intended publications in advance of publication for it to review them for the possible inclusion of any such Confidential Information. 
Each Party shall review any such proposed publications sent to it by the other Party within a period of thirty (30) working days of their receipt and notify the other Party if a proposed publication contains any of its Confidential Information within the review period. 
In such an event, the Party wishing to make the publication shall delete, adapt or genericise any such Confidential Information prior to the publication being made, as agreed with other Party at the other Party’s discretion. 
The Data Receiver shall acknowledge the support received from the Council in any publications arising from the Research, unless requested to the contrary by the Council.
Transfers
Shared Personal Data may only be transferred outside of the UK in compliance with the conditions for transfers set out in Chapter V of the UK GDPR.
The Parties are not permitted to transfer Shared Personal Data to a third party unless it is required by law. The Parties agree to notify any impacted parties of any such transfers as soon as they becomes aware of the transfer taking place. 
If any Parties appoint a third-party processor to process the Shared Personal Data, it shall comply with Article 28 and Article 30 of UK GDPR and shall remain liable to the Parties for any acts or omissions of the Processor. 
The identity and any processing activities of any third-party Processor(s) shall be identified in Appendix 7.
Liability 
No Party excludes or limits liability to the other Party(ies) for:
a) fraud or fraudulent misrepresentation.
b) death or personal injury caused by negligence.
c) a breach of any obligations implied by Section 12 of the Sale of Goods Act 1979 or Section 2 of the Supply of Goods and Services Act 1982; or
d) any matter for which it would be unlawful for the Parties to exclude liability.
Subject to clause 10.1, no Party shall in any circumstances be liable whether in contract, tort (including for negligence and breach of statutory duty howsoever arising), misrepresentation (whether innocent or negligent), restitution or otherwise, for:
a) any loss (whether direct or indirect) of profits, business, business opportunities, revenue, turnover, reputation, or goodwill.
b) loss (whether direct or indirect) of anticipated savings or wasted expenditure (including management time); or
c) any loss or liability (whether direct or indirect) under or in relation to any other contract.
Data Quality
The Data Discloser shall take all reasonable steps to ensure that before the Commencement Date, Shared Personal Data are accurate and that it has appropriate internal procedures in place for the Data Receiver to sample Shared Personal Data prior to the Commencement Date and it will update the same if required prior to transferring the Shared Personal Data.
Shared Personal Data must be limited to the Personal Data described in clause 2 and clause 3 and Appendix 1 of this Agreement.
Data Retention and Deletion
The Data Receiver shall not retain or process Shared Personal Data for longer than is necessary to carry out the Agreed Purposes, as set out in Appendix 3.
Notwithstanding clause 4.1, Parties shall continue to retain Shared Personal Data in accordance with any statutory or professional retention periods applicable in their respective areas of work and profession.
The Data Receiver shall ensure that any Shared Personal Data are returned to the Data Discloser or securely destroyed in the following circumstances:
on termination of the Agreement;
on expiry of the Term of the Agreement;
once processing of the Shared Personal Data is no longer necessary for the purposes it was originally shared for, as set out in clause 3.3.
Notification of Data Subject Requests and Personal Data Breaches 
Where one of the Parties receives a request by any Data Subject to exercise any of their rights under the Data Protection Legislation in relation to the Shared Personal Data provided to it another Party, the receiver of that request shall:
promptly, and in any event within five (5) Working Days of receipt of the request or correspondence, inform the other Party that it has received a request and shall forward such request or correspondence to the Party; and
provide any information and/or assistance as reasonably requested by the Party in respect of the request, to help it respond to the request in the timeframes specified by Data Protection Legislation.
The Parties shall immediately notify one another upon becoming aware of any Personal Data Breach relating to the Shared Personal Data and shall: 
do all such things as reasonably necessary to assist in mitigating the effects of the Personal Data Breach; 
implement any measures necessary to restore the security of any compromised Shared Personal Data; 
work with each other to make any required notifications to the Information Commissioner’s Office and affected Data Subjects in accordance with the Data Protection Legislation (including the timeframes set out therein); and
not do anything which may damage the reputation of the Parties to this agreement or their relationships with the relevant Data Subjects, save as required by Law. 
Where a Party identifies that Shared Personal Data is inaccurate, either by the Disclosing Party after Sharing, or by the Receiving Party on receipt, the Parties shall notify the Data Discloser or Data Receiver respectively as soon as possible but no later than 3 working days after identification and;
Work collaboratively to rectify the inaccurate data and establish any impact to the processing activities or the rights and freedoms of the concerned Data Subjects
Work collaboratively to assess the risks associated with the inaccurate data and assist the other Party in identifying this;
The Discloser of the inaccurate data shall identify where the inaccuracy originated and take the necessary action to prevent future occurrences. 
Variation
No variation of this Agreement shall be effective unless it is in writing and signed by the Parties (or their authorised representatives). 
Review
The parties shall review the effectiveness of this information sharing initiative every [insert time frame], having consideration to the aims and purposes set out in clause 3. The Parties shall continue, amend, or terminate the Agreement depending on the outcome of this review.
The review of the effectiveness of the information sharing initiative will involve:
assessing whether the purposes for which the Shared Personal Data is being processed are still the ones listed in this Agreement;
assessing whether the Shared Personal Data is still as listed in clause 6.1 and clause 6.2 of this Agreement;
assessing whether the legal framework governing data quality, retention, and Data Subjects' rights are being complied with; and
assessing whether Personal Data Breaches involving the Shared Personal Data have been handled in accordance with this Agreement and the applicable legal framework.
Supplementary Documents
This agreement is to be supplemented by appropriate supporting documents, append the following documents to this agreement as appropriate for the processing activity. 
Appendix 1 – Completed and Approved Research Application Form.
Appendix 2 – Appropriate Organisational and Technical Security Measures
Appendix 3 – Retention Schedule entries applicable to the processing
Appendix 4 – Approved Processors/Sub-Processors 
Appendix 5 – Roles and Responsibilities of the Joint Controllers [required if any Parties are Joint Controllers] 
Appendix 6 – Legitimate Interests Assessment [required if Lawful Basis is Legitimate Interests]
Appendix 7 – Definitions and Interpretations
Single Point of Contact for Each Party
	[bookmark: _Hlk184994200]
	Name
	Role 
	Contact Details

	Party 1 -
(This will be the person who is the lead for the agreement.)  
	


	
	


	Party 2 -
	
	
	

	
	
	
	


Signatories
	
	Name
	Role 
	Signature
	Date

	Party 1 -
	
	
	
	

	Party 2 -
	
	
	
	

	
	
	
	
	


Document Information 
	Document owner:
	Named point of contact for Party 1, detailed in Clause19.

	Next review date: 
	

	Version:
	

	Summary of changes:
	




Appendix 1 – Completed and Approved Research Application Form	Comment by TURCATTI, Domiziana: @HOLLAND, Nick  The research application asks to attach the signed DSA… 

So, which comes first? The approved and signed DSA or the approved and signed research application? 	Comment by HOLLAND, Nick: My preference is that the completed application is attached here. The reason is that it allows us to point to what was agreed as a purpose / dataset etc. Happy to discuss though.



Appendix 2 – APPROPRIATE ORGANISATIONAL AND TECHNICAL SECURITY MEASURES
The Parties shall implement and maintain security standards, facilities, controls, and procedures appropriate to the nature of the Shared Personal Data held by it and the harm that would be caused by its loss or disclosure including a comprehensive and up-to-date data protection policy. The Parties shall ensure that all their personnel who have access to the Shared Personal Data shall comply with the obligations upon them contained in the data protection policy. 
(In the case of SharePoint being used to share data) Information will be shared through the data discloser opening a Specific SharePoint site and allowing access to the data receiver for the period of the sharing agreement after which the data discloser will revoke the access granted to the data receiver. In the event that the data receiver is also sharing personal data a secondary SharePoint site will be set up in the data receivers estate and access will be granted to the data discloser.  	Comment by TURCATTI, Domiziana: So this is to be removed in case the Parties use a different method for sharing data? 

Each Party shall ensure:
that it has properly configured access rights for its personnel including a well-defined joiners and leavers process to ensure access rights to the Shared Personal Data are properly managed;
that it has proper controls in place to make sure that complex alphanumeric passwords are required for access to the Shared Personal Data and that training is provided in relation to the need to keep such passwords secure;
it has in place procedures to identify wrongful use of Shared Personal Data, including the monitoring of wrongful access to Shared Personal Data;
suitable and effective authentication processes are established and used to protect Shared Personal Data;
that suitable physical security measures are established commensurate to the harm that could result from the unlawful disclosure of the Shared Personal Data. Such physical security measures should be identified in the parties data protection policy; 
suitable and effective authentication processes are established and used to protect Shared Personal Data
Shared Personal Data is backed up on a regular basis and that all back up data is subject to such vigorous security procedures as are necessary in order to protect data integrity, such security measures being commensurate to the nature of the data. The Parties shall take particular care when transporting backup data and other personal data and shall ensure such backup data and other personal data is transported in a safe and secure manner;
Without prejudice to the Parties obligations in relation to the disposal of Shared Personal Data, all Shared Personal Data which is disposed of must be disposed of in accordance with the Parties policy for the disposal of Personal Data identified in the data protection policy, including the disposal of assets containing Shared Personal Data, a copy of which shall be provided to the other Party/Parties on request; and 
The parties establish and maintains adequate data security compliance policies and audits its use of Personal Data in compliance with its data security policies on a regular basis and in any event manually. 



Appendix 3 – RETENTION SCHEDULE ENTRIES APPLICABLE TO PROCESSING 

	Organisation 
	Retention Schedule information
	Link to organisation retention schedule
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Appendix 4 – APPROVED PROCESSORS AND SUB-PROCESSORS
Processors:
	Organisation
	Registered Address
	Registration Number
	Data Protection officer
	Role(s)

	[Add details of any processors relevant to this agreement]
	
	
	
	

	
	
	
	
	

	
	
	
	
	





Sub-Processors:
	Organisation
	Registered Address
	Registration Number
	Data Protection officer
	Role(s)

	[Add details of any processors relevant to this agreement]
	
	
	
	

	
	
	
	
	

	
	
	
	
	



Appendix 5 – ROLES AND RESPONSABILITIES OF THE JOINT CONTROLLERS
	Responsibility Area
	Responsible Joint Controller(s)
	Method of Compliance / Link to Supporting Documents

	Lawful processing
	
	

	Limitation of purposes
	
	

	Data minimisation
	
	

	Accuracy
	
	

	Resilience & restoration
	
	

	Security audits
	
	

	Usage audits
	
	

	Authorising access
	
	

	Managing access processes
	
	

	ROPA (records of processing)
	
	

	Breach notification (ICO)
	
	

	Breach notification (data subjects)
	
	

	DP incident management
	
	

	Conducting DPIAs
	
	

	Appointing data processors
	
	

	Review and update schedule of the joint controller agreement
	
	

	Reference to DSA’s
	
	

	Data Security and Retention (technical/organisational measures, secure deletion/anonymisation)
	
	

	Transparency (responding to individual requests, publishing information for service users)
	
	

	Legal obligations (UK GDPR, DPA 2018, cooperation to fulfil duties)
	
	

	Data lifecycle (collection, storage, deletion responsibilities)
	
	





Appendix 7 – DEFINITIONS and Interpretations	Comment by TURCATTI, Domiziana: This probably should be re-numbered?
	Personal Data
	Any information relating to an identified or identifiable natural person (‘data subject’); an identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person

	Special Categories of Personal Data
	Personal data that requires additional protection due to its sensitive nature.  

	Data Controller
	The natural or legal person, public authority, agency or other body which, alone or jointly with others, determines the purposes and means of the processing of personal data or as defined in UK data protection legislation. 

	Data Subject
	An identified or identifiable individual whose personal data is being processed by a data controller or data processor or as defined in UK data protection legislation. 

	Data Processing/Processing Activity
	Any operation or set of operations which is performed on personal data or on sets of personal data or as defined in UK data protection legislation. 

	Data Processor/Sub-processor 
	A person or organisation that processes data on behalf of a controller or as defined in UK data protection legislation.  

	Personal Data Breach
	A breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal data, or as defined in UK data protection legislation.  

	Anonymised
	Data that can no longer be linked to an identified or identifiable living person or as defined in UK data protection legislation.  

	De-identified 
	Data which cannot reasonably identify, relate to, describe or be linked directly or indirectly with a particular individual, or as defined in data protection legislation.

	Pseudonymised 
	Data that has been replaced, or transformed as such as that an individual cannot be directly identified without the use of additional information, which is kept separate, or as defined in UK data protection legislation. 

	Supervisory Authority
	An individual authority established by the member state to supervise compliance with a specific legislation (GDPR). 

	Information Commissioners Office (ICO)
	The supervisory authority for GDPR in the United Kingdom. 

	Criminal Conviction Data
	Personal data relating to a criminal offence including alleged offences and proceedings relating to a committed offence or as defined in UK data protection legislation.

	Data Discloser
	The partner organisation that originally shared the personal data with another partner under the terms of this agreement. 

	Data Receiver
	A natural or legal person, public authority, agency or another body, to which the personal data are disclosed, whether a third party or not.



