	[image: Information Management and Security, and Gloucestershire County Council logos.]
	[image: Information Management and Security, and Gloucestershire County Council logos.]



Data Protection Impact Assessment (DPIA)
[Project Title]

	Research Applicant Name
	

	Date 
	



Information Gathering 
Reason for completing the DPIA

	Self-Assessment Risk Score. This needs to be calculated using the Self-Assessment Risk Tool. 


	



Using the tick boxes below, indicate which risk areas scored high risk on your self-assessment risk tool. 
	☐Research participants’ vulnerability
	☐Quality of research design

	☐Researchers experience
	☐Relationship between researcher and participants

	☐Nature of information being sought
	☐Level of privacy for participants

	☐Information Security
	☐Sensitivity of topic

	☐Methods/nature of data collection
	☐Reputational risk to the council



Summary of Research Project

	What does the processing of personal data aim to achieve? Include aims of the research and any benefits to the individuals and GCC as well as how you intend to mitigate any of the high risks.







Whose personal data is being processed?

	Please describe the individuals you will be processing information about (e.g. staff, members of the public, service users etc)





Personal data
Please tick any of the below boxes to indicate the type(s) of personal data that is processed.
	☐Title
	☐Online identifier

	☐Name 
	☐IP address

	☐Address
	☐Geolocation or tracking data

	☐Contact information (e.g. telephone number, email address etc.)
	☐Recruitment information (e.g. CV, work history, job references, etc.)

	☐District (council) of residence
	☐Employee/payroll number

	☐Date of birth (or age)
	☐Occupation

	☐Gender
	☐Banking information

	☐Photograph 
	☐Eligibility or receipt of a benefit

	☐Case identifier (such as case ref)
	☐Family, lifestyle and social circumstances

	☐National insurance number
	☐Experience of bullying

	☐NHS number
	☐Relating to domestic abuse

	☐GP practice
	☐Support network  

	☐Passport details
	☐Housing needs 

	☐Driving licence details
	☐Behavioural data (i.e. diet, sleep, school attendance, physical activity, hygiene,)

	☐Number plate
	



	☐	Other:
	[please detail]



[bookmark: _Ref210311286]Special Category Data 
Please select the relevant box(es) below:
	☐None
	☐Political opinions

	☐Health and/or social care data
	☐Trade union membership

	☐Racial or ethnic origin
	☐Genetic data

	☐Religious or philosophical beliefs
	☐Biometric data

	☐Person’s sex life or sexual orientation
	




Criminal Conviction/Offence Data 
Will any criminal conviction or offence data be processed? 
	☐
	Yes, criminal conviction data will be processed 

	
	[state number of individuals concerned, type of criminal conviction data and reasons/purpose for processing]

	☐
	No, criminal conviction data will not be processed



Personal Data Processing
Please describe in the table below, in detail, how the personal data will be processed. This will allow you to identify the data flow and help you understand all the processing involved.
	How many people’s data will be collected/used?
	☐ 0
☐ 100 individuals or less
☐ 101 to 1,000 individuals 
☐ 1,001 to 10,000 individuals 
☐ 10,001 individuals or more

	Describe how you will collect/receive the personal data
	[please state]

	How and where will the data be stored?
	[please state]

	How will the data be kept up to date and accurate?
	[please state]

	How will the data be kept safe and secure?
	[please state]

	Who will the data be shared with and how will you share it?
	[please state]

	How will the data be destroyed or deleted at the end of the project?
	[please state]

	Will the data be processed in any additional way(s)?
	[please state]

	How long will you keep the data for?
	[please state]





Compliance Mechanisms
Please indicate how you will compliance is ensured such as privacy information/leaflets, any additional data protection documentation such as legitimate interests’ assessment etc. 
	
	[please detail]


Data Protection Compliance
Lawful Basis for Processing Personal Data (GDPR Article 6)
	☐
	Article 6 1(a) Data subject has given consent for processing 

	☐
	Article 6 1(b) Processing is necessary for performance of a contract

	☐
	Article 6 1(c) Processing is necessary for compliance with a legal obligation. 
This legal obligation is 

	
	[state applicable legislation that gives you this obligation]

	☐
	Article 6 1(d) Processing is necessary in order to protect vital interests 

	☐
	Article 6 1(e) Processing is necessary for the performance of task carried out in the public interest. 
The legislation mandating this Public Task is 

	
	[state applicable legislation]



Article 6 1(f) Processing is necessary for the purposes of legitimate interests. The following applies to this processing 
	☐	
	Disclosure to Public Bodies	 

	☐	
	Safeguarding Vulnerable Individuals

	☐	
	Crime prevention

	☐	
	National security and public safety

	☐	
	Other (Legitimate Interests Assessment required)

	
	[Please include the date LIA was completed]


[bookmark: _Ref210232013]Conditions for Processing Special Category Data
UK GDPR condition(s) for processing special category data 
	☐	Article 9 2(a) Data subject has given explicit consent for processing

	☐	Article 9 2(b) Processing is necessary in the field of employment and social security and social protection law

	☐	Article 9 2(c) Processing is necessary in order to protect vital interests

	☐	Article 9 2(e) Processing relates to personal data which are manifestly made public by the data subject

	☐	Article 9 2(f) Processing is necessary for legal claims

	☐	Article 9 2(g) Processing is necessary for reasons of substantial public interest

	☐	Article 9 2(h) Processing is necessary for the provision and/or management of health and/or social care systems

	☐	Article 9 2(i) Processing is necessary for reasons of public interest in the area of public health

	☐	Article 9 2(j) Processing is necessary for archiving purposes in the public interest 



[bookmark: _Ref210312045]DPA 2018 Schedule 1 condition(s) for processing special category data
	☐
	We meet the following condition of Schedule 1 of the Data Protection Act 2018. We process special category data as is necessary for:

	
	[State relevant DPA 2018 condition]


[bookmark: _Ref210232015]Conditions for Processing Criminal Conviction Data (GDPR Article 10) 
	☐
	We have identified an appropriate DPA 2018 Schedule 1 condition



Rights of Individuals (GDPR Articles 13 - 22)
	☐
	All relevant council staff, provider staff or contractors (i.e. those involved in the processing) are aware of the correct procedures for responding to data subject rights requests.

	☐
	Right to be informed 

	
	[State how you have met this right. For example, “a privacy notice has been created and is readily available and/or provided to data subjects”, and/or “there is a process for notifying the data subject when there is a fundamental change to the privacy of the individual, such as international transfer where that did not exist before, or if you suffer a Data Breach such as the irreversible loss or corruption of their information.”]



	☐
	Right to withdraw consent (only applicable if consent is the lawful basis)

	
	[State how individuals are able to withdraw their consent.]



	☐
	Right to access 

	
	[State how data subjects can access the data held about them.]



	☐
	Right to rectification 

	
	[State how individuals can correct inaccuracies in information stored about them.]



	☐
	Right to erasure (not applicable if processing under Public Task or Legal Obligation)

	
	[State how data subjects can request that their personal data is erased.]



	☐
	Right to object 

	
	[State how data subjects can object to the processing of their personal data.]



	☐
	Right to restrict processing (If invoked, personal data can be stored, but not further processed)

	
	[State how you will ensure that any personal data held on an individual can be prevented from being used for further processing.]



	☐
	Right to data portability (Only applicable if processing under Consent or Contract.)

	
	[State how data subjects can request to transmit data to a new Controller.]



	☐
	Rights in relation to automated decision making and profiling

	
	[State if there is automated decision making or profiling and explain how you have considered the applicable extra considerations]



Compliance and Proportionality Measures.

Lawfulness, Fairness and Transparency
	☐
	The processing is lawful in that we have identified a lawful basis for processing the personal data (see above) and any other relevant conditions required for Special Category and Criminal Conviction Data

	☐
	We have ensured that the processing is fair in that we have considered all other rights and freedoms of data subjects.

	☐
	We have ensured that the processing is transparent by having a privacy notice in place which is provided to data subjects.



Purpose Limitation 
	☐
	We have ensured that the data will only be processed for the purposes outlined in the research application.



Data Minimisation
	☐
	We have considered whether there are other possible ways to achieve the same outcome using less personal data 

	☐
	Where possible, we used anonymised or pseudonymised data. 



Accuracy
	☐
	The personal data can be assumed to be accurate as it is collected directly from the data subject.

	☐
	We have a process in place to ensure accuracy of the personal data



Storage Limitation
	☐
	We will ensure that the data is only held for as long as reasonably necessary before being securely destroyed.



Integrity and Confidentiality (Security)
	☐
	All individuals with access to the personal data have received appropriate training in handling personal and sensitive data

	☐
	Access to the personal data is restricted to only those who need it



Potential Privacy Impact of Processing

Collection of New Information
Will the project involve the collection of new information about people?
	☐
	[bookmark: OLE_LINK1]The project will involve the collection of new information about people

	☐
	The project will not involve the collection of new information about people 



Combining Anonymised Data Sources
	☐
	The project will involve combining anonymised data sources so individuals may be identifiable

	
	[Outline what datasets will be combined and how individuals might be identifiable]

	☐
	The project will not involve combining anonymised data sources



Combining Datasets
Will the project combine datasets from different projects?
	☐
	The project will involve combining datasets from different projects

	
	[Explain what the original projects are and whether individuals have been informed that this combining of datasets will take place]

	☐
	The project will not involve combining datasets from different projects



Disclosing Information to Others
Will information about individuals be disclosed to organisations/people who have not previously had access to this information? 
	☐
	The project will involve disclosing information about individuals to other organisations/people who have not previously had access to this information

	
	[Outline who the information will be shared with and why]

	☐
	The project will not involve disclosing information about individuals to other organisations/people who have not previously had access to this information



Third Parties
Stakeholder Consultation
Please indicate which stakeholders you have already consulted with
Business areas within the council
	[Please state]



External stakeholders
Please state here:
	[Please state]



Sharing Data
	☐
	Personal data will only be processed by the researcher and employees of the council

	☐
	Personal data will be shared with local public bodies

	
	[Give details]

	☐
	Personal data will be shared with public bodies on a national scale 
e.g. central government departments or bodies 

	
	[Give details]

	☐
	Personal data will be shared with other external organisations not listed above

	
	[Give details]





Identify and Assess Risk
High Risk Processing
Please tick any of the below that apply and/or provide further information as indicated. 
	☐
	Risk of identity theft, fraud or financial loss

	☐
	Risk of damage to reputation

	☐
	Risk of discrimination to any individuals

	☐
	Personal aspects are evaluated in order to create or use personal profiles, in particular analysing or predicting aspects concerning performance at work, economic situation, health, personal preferences, interests, reliability or behaviour.

	☐
	Risk of other physical, material or non-material damage, including any significant social or economic disadvantage

	
	[please elaborate]

	☐
	Risk of loss of confidentiality of personal data protected by professional secrecy (i.e. social care information)

	☐
	Risk of unauthorised reversal of pseudonymisation

	☐
	Processing of personal data relating to a vulnerable natural person or child.

	☐
	Processing of special category personal data.

	☐
	Processing involves a large amount of personal data and/or affects a large number of data subjects.

	☐
	Risk of inability to honour individuals’ data protection rights

	
	[please elaborate]

	☐
	Special category data is inferred, due to the type of service, e.g. provision of services for those with disabilities.

	☐
	Other risk to an individuals’ rights and freedoms

	
	[please elaborate]





Certification
I confirm, to the best of my knowledge:

· this DPIA is accurate and complete and the intended processing has been fully described. 
· The risks to individuals have been appropriately identified, assessed and controlled. 
· I understand my ongoing responsibly to ensure that the processing complies with data protection legislation and that this DPIA needs to be updated and reviewed where there are material changes.

	Name
	

	Position
	

	Date
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