Instructions: using a One Time Password (OTP) to log

into SAP (SuccessFactors and WorkZone)
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What is a One Time Password (OTP)?

A one-time password (OTP) is a short, temporary eight-digit number that is sent to your
email address when you sign in to your SuccessFactors account (where you’ll view your
new payslips) You enter this number to prove that you are really you. The code can only
be used once and will stop working after a short time. This extra step helps keep your
account safe, even if someone else knows your usual password.

Every time you want to view your payslip, you will need to request a new OTP. An eight-
-digit passcode will be sent to your email address, and you must enter it on the screen
to securely access your payslip.

Setting your password using a “forgotten your
password’ request

Step 1

We’ve now activated your new SAP account for you. First, you need to complete a
“forgotten your password” to set your password.

It’s very important you click the right link when accessing SAP reset your password.

e SuccessFactors: If you're only using SAP to view your payslip, login to
SuccessFactors (this the correct link for most users).

e Workzone: If you use SAP for your job, for example to complete payroll or
finance administration, please login to Workzone. You’ll view your payslips there
too.


https://hcm55.sapsf.eu/login?company=gloucester
https://hcm55.sapsf.eu/login?company=gloucester
https://production-env-3h1atjma.launchpad.cfapps.eu10.hana.ondemand.com/site/Production#Shell-home
https://production-env-3h1atjma.launchpad.cfapps.eu10.hana.ondemand.com/site/Production#Shell-home

Step 2

Type in your email address and hit ‘continue’.
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Step 3

Click ‘Forgot password?’
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Step 4

Enter your email address and click ‘continue’.
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To reset your password, enter your email address and choose
Continue.

Email or User Name * Enter your
( email

address

Get access another way?

Return to Sign In m

Step 5

You’ll see this page. Now open your email inbox.
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@ If an account exists, an email with a link to reset your

password has been sent.

Click the link in the email. You will be forwarded to a page
where you can reset your password. The link in the email will
expire in 7 days.

Get access another way?

Return to Sign In



Step 6

In your email inbox (or your junk mail folder) you’ll see an email that looks like this:

Dear|
Someone requested a password reset / activation for your SAP account. If this wasn't you,

can ignore this email. T reset your password, click the link below within 7 days of rec
email

lick here 10 reset your passwort

If you need to authenticate and login to your new account
What you need 1o do

1. Click the link above

2. Follow these instructions (from Step 3) to activate your account and create a password
If you've aiready logged into SAP before and have forgotten your password

Wnat you need to do

1. Click the link above to log in

2. Create a new password (you'll need to enter this twice)

Make sure you login to the right account once you've activated your account

« If you use SAP to complete payroll and/or administration, please login using the Workzone , you'll view your payslips there t0o.
« If youre only using SAP to view your payslip, book annual leave and check your details click here

If the link above s not displayed or does not work, copy and paste the link below 10 the address bar of your browser.

hitps.//aoxdoihvo accounts ondemand comids/activation?
10ken=12414141414447615854386F 382532425654 7576737 52532463840 3345632532424 B6ESAT 9593766704 EGAGDEI4839556E SOTAG46ATSI74DT 760487 15532706 B4AT553505454315931766445474132253246334

Click the blue button that says, ‘click here to reset your password’.

If this doesn’t work, please copy and paste the URL at the bottom and the email and
paste into your internet browser (Chrome, Safari, Edge etc).

That will open up a page titled ‘Two-Factor Authentication’.

Sog

Two-Factor Authentication
Accoun: I

BTP Prod

We have sent you a code by email. Please enter this code and
choose Continue.

Email Code *
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Not receiving texts?

Request New Code



Step 7

When you hit ‘click here to reset your password in Step 6, it will generate another email
to be sent to your email inbox (or junk folder). This email will contact an eight-digit code.

E-Mail Code

S A I SO TG 19U 1R ~ 103N RN G 3. 30 A 1 Ty ooy~ T -

To: © Sonu Maurya Mon 472772026 5:55 PM
[CAUTION: This Email is from outside the Organization. Uniess you trust the sender, Don't click links
or open attachments as it may be a Phishing email, which can steal your Information and compromi
your Computer.]
Dear
The code for Email Two-Factor Authentication is 25352042
Best regards
Your Identity Authentication Service Team

4 - - NG 536 MM
pe B Qs sevados ~af i eww s

Step 8

Paste or type the 8-digit code into the box on the other page and hit ‘continue’.

g

Two-Factor Authentication

Account: |
BTP Prod

We have sent you a code by email. Please enter this code and
choose Continue.

- Enter the
(i code from

the email

Not receiving texts?

Request New Code



Step 9

Enter a password into the first box. You must type exactly the same password into the
second box to confirm your password.

You can click the little eye icon to view your password as you’re typing.
Please note:

Your password must be between 8 and 255 characters long and include 3 of the
following:

- Uppercase letters

- Lowercare letters

- Numbers

- Symbols (eg ,$,£,%,8&,5@)

Click ‘save’ once you’re done.

Sacg

Reset Your Password
BTF Prod

Reset the password for your account_

New Password *

Re-enter New Password *




Step 10

You’ll be automatically redirected to either WorkZone or SuccessFactors depending on
which link you selected in the first step.

As a reminder:

e SuccessFactors is for viewing your payslip, login to SuccessFactors (this is the

correct link for most users).
e Workzone: If you use SAP for your job, for example to complete payroll or
finance administration, you’ll use Workzone. You’ll view your payslips there too.


https://hcm55.sapsf.eu/login?company=gloucester
https://hcm55.sapsf.eu/login?company=gloucester
https://production-env-3h1atjma.launchpad.cfapps.eu10.hana.ondemand.com/site/Production#Shell-home
https://production-env-3h1atjma.launchpad.cfapps.eu10.hana.ondemand.com/site/Production#Shell-home

How to continue to log into your new SAP account
using a One Time Password (OTP) once you have set
up your password.

Step 1
It’s very important you click the right link when logging into SAP.

e SuccessFactors: If you're only using SAP to view your payslip, login to

SuccessFactors (this the correct link for most users).

e Workzone: If you use SAP for your job, for example to complete payroll or
finance administration, please login to Workzone. You’ll view your payslips there
too.

Step 2

Enter you email and press continue

S
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BTP Prod

Email or User Mame
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https://hcm55.sapsf.eu/login?company=gloucester
https://hcm55.sapsf.eu/login?company=gloucester
https://production-env-3h1atjma.launchpad.cfapps.eu10.hana.ondemand.com/site/Production#Shell-home
https://production-env-3h1atjma.launchpad.cfapps.eu10.hana.ondemand.com/site/Production#Shell-home

Step 3

Enter your password you set originally and click continue
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Email or User Name

Password

Password

Change
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Step 4

Forgot password?

Once you’ve clicked the continue button, it will send an email to your email inbox (or
junk folder) with your eight-digit OTP code.

E-Mail Code

B T N PRV e e -

To: @ Sonu Maurya

[CAUTION: This Email is from outside the Organization. Uniess you trust the sender, Don't click links
or open attachments as it may be a Phishing email. which can steal your Information and comprormse
your Computer.]

& The Best-Run Businesses Run SAP

Dear

The code for Email Two-Factor Authentication is 25352042

Best regards
Your Identity Authentication Service Team
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Step 5

Paste or type the 8-digit code into the box and click ‘continue’.

B e dame XL ER Ve S Mans  Osmoos A+ R N L . =
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Two-Factor Authentication

it S0nu_maurysBhc.com

NCE (acanvng et

Request Mew Cooe

Reminder - each time you log on

Remember to ‘bookmark’ the URL you use to login so it is easy to find it easily when you
need to view your payslip.

Each time you login to your SAP account, you’ll receive an email with a One Time
Password (OTP) in the same way you did between Steps 2 and 5.
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How to view your payslip in SuccessFactors (once
you’ve logged in)
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Quick Actions

Co

View My Pay Statement Activate Mobile App

Click on ‘view my pay statement’ to login to view your payslip.
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