Instructions for logging into SAP with either a
personal or GCC email address for ‘unique users’

Published by Gloucestershire County Council, June 2026
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How to log into SAP account using a Multi-Factor Authentication
(MFA)
Step 1

e To setup your new account on SAP you will be asked to use Two-Factor
Authentication. This is also known as Multi-Factor Authentication (MFA). It keeps
your online SAP account more secure.

e The easiest way isto do this is to download the Microsoft Authenticator app on your
phone or a mobile device.

e It’s free and doesn’t share any information with your employer or Gloucestershire
County Council (GCC). Itjust helps you log into your new SAP account securely.

e You may already have it on your phone or mobile device. If not, download the app by
visiting the ‘Play Store’ for Android phones or 'Apple App Store’ for iPhones, or by
scanning the instructions below. Look for its logo which is a blue padlock on a white
background.

For iPhones

To install Authenticator on your iOS device
Scan the QR code




For Android phones

To install Authenticator on your Android device
Scan the QR code

Step 2

Click on the link - SuccessFactors

Step 3

Type in your email address and hit ‘continue’.
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https://hcm55.sapsf.eu/login?company=gloucester

Step 4

Click ‘Forgot password?’
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Step 5

Enter your email address and click ‘continue’.
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To reset your password, enter your email address and choose
Continue.
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Get access another way?
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Step 6

You’ll see this page. Now open your email inbox.
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Forgot My Password

BTP Prod

@ 'f an account exists, an email with a link to reset your

password has been sent.

Click the link in the email. You will be forwarded to a page
where you can reset your password. The link in the email will
expire in 7 days.

Get access another way?

Return to Sign In



Step 7

In your email inbox (or your junk mail folder) you’ll see an email that looks like this:

Dear|
Someone requested a password reset / activation for your SAP account. If this wasn't you,

can ignore this email. To reset your password, click the link below within 7 days of rect
email

lick here 10 reset your passworc

If you need to authenticate and login to your new account
What you need 1o do

1. Click the link above

2 Eoliow these instructions (from Step 3) to activate your account and create a password
It you've already logged into SAP before and have forgotten your password

What you need to do

1. Click the link above to log in

2 Create a new password (you'll need to enter this twice)

Make sure you login to the right account once you've activated your account

« If you use SAP to complete payroll and/or administration, please login using the Workzone , you'll view your payslips there t00.
- If you're only using SAP 10 view your payslip, book annual leave and check your detaits click here

If the link above Is not displayed or does not work, copy and paste the link below 10 the address bar of your browser.

hitps /aoxdobhvo accounts ondemand comds/activation?
loken=12414141414447615854386F 38253242585475767 375253246 384D3345532532424B6E SAT9593766704E6AGDEI4839556E S9TAB46AT 537407760487 15532706 B4A7553505454315931766445474132253246334
Click the blue button that says, ‘click here to reset your password’.

If this doesn’t work, please copy and paste the URL at the bottom and the email and
paste into your internet browser (Chrome, Safari, Edge etc).

That will open up a page titled ‘Two-Factor Authentication’.



Step 8

This page will open on your laptop / desktop computer:
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Two-Factor Authentication
Account: supplyteachersvl@yopmail.com
User Profile

The User Profile application requires a time-based one-time
passcode as a second factor for authentication. You need to
activate a mobile device to generate passcodes. No devices are
currently activated.

Scan QR Code

No QR scanner? Use this security key instead.

The Authenticator app will generate a passcode which you need to
enter in the field below. Note that the passcode is valid for several
seconds.

Passcode *

( )




Step 9

Go to your phone or mobile device and open Microsoft Authenticator app. Click ‘add
account’

If you’re already using Microsoft
Authenticator for other reasons,
you can also click the QR
button in the bottom right
corner to open the QR code
reader.




Step 10

First click ‘add work or school
account’,

Then click ‘Scan a QR code’

Step 11

Hold your phone so that the QR
code is in the middle of the
white box. Keep it still for a few
seconds untilit’s successful.

(Please note the security key
code that is in a blue block
below the QR code (can be
seen instep 8) should only be
used if the QR code does not
work. Copy and paste the
security key into your Microsoft
Authenticator app and you will
receive a one-time password.
Do not paste the security key
into the passcode box.)




Step 12 0527 & Bx =@

Authenticator + Q

aoxdoséhvo.accounts.ondem...
X authenticator_test998736@yop. >

Once successful, you’ll see the account
titled:
aoxdo6hvo.accounts.ondemand.com
(this is the name of the SAP system).

You’ve now completed setting up the
Microsoft Authenticator app.
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Authenticator Verified IDs

Step 13

In the Microsoft Authenticator app on your phone or mobile device, click on the account
titled aoxdo6hvo.accounts.ondemand.com. It will then generate a 6-digit code.

o

aoxdoéhvo.accounts.ond
emand.com

authenticator
_test998736@yopmail.com

One-time passwords enabled
G\ You can use the one-time password codes
o generated by this app to verify your
sign-ins

One-time password code

© 050 455
e — e ———



Step 14

Now on your laptop or desktop computer, go back to the two-factor authentication page

and enter the passcode shown on your Microsoft Authenticator app. An example is

below:

—

Two-Factor Authentication

Account: authenticator_test398736@yopmail.com
User Profile

The User Profile application requires a time-based one-time
passcode as a second factor for authentication. You need to
activate a mobile device to generate passcodes. No devices are
currently activated.

Scan QR Code

No QR scanner? Use this security key instead.

The Authenticator app peTTETET. ade which you need to
enter in the field below. Note that the passcode is valid 10

The code you generate on your
Microsoft Authenticator app is
only valid for 30 seconds. Don’t
worry if you don’t type it in time,
the code will automatically re-
fresh and you can enter this
code instead.

Please note, you must use the passcode from your app, do not use the example

codes in this document.

Step 9

Enter a password into the first box. You must type exactly the same password into the

second box to confirm your password.
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You can click the little eye icon to view your password as you’re typing.
Please note:

Your password must be between 8 and 255 characters long and include 3 of the
following:

- Uppercase letters

- Lowercare letters

- Numbers

- Symbols (eg!,$,£,%,&,*@)

Click ‘save’ once you’re done.

Sarg

Reset Your Password
BTP Prod

Reset the password for your account ||| GG

MNew Password *

Re-enter New Password *
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Step 15

You’ll be automatically redirected to SuccessFactors.

12



Logging in once you’ve authenticated

Step 16

Click on the link - SuccessFactors

When you log on you will see the screen below
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View My Pay Statement View My Profile Activate Mobile App View Pending Workflows View My Leaming View Reminders View Favorites

Click on ‘view my pay statement’ to show the most recent payment.

Good morning!
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30 Apr 2026

Click on ‘Pay Statement’ or ‘View Pay History’ for those functions.
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https://hcm55.sapsf.eu/login?company=gloucester

Reminder - each time you log on

aoxdoéhvo.accounts.ond
emand.com

authenticator
_test998736@yopmail.com

One-time passwords enabled

G\ You can use the one-time password codes
@ generated by this app to verify your
sign-ins

One-time password code

© 050 455
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Each time you login to your SAP account, you’ll
need to open the Microsoft Authenticator app
on your phone or mobile device and click on the
account titled:
aoxdo6hvo.accounts.ondemand.com.

It will then generate a code.

You’ll need to enter that code into the SAP
logon page.



