
[bookmark: _Toc222745668][bookmark: _Toc222745705][bookmark: _Toc232425319]Self-Assessment Risk Tool[footnoteRef:1] [1:  This self-assessment risk tool was originally developed by North Yorkshire Council and later adapted by Havering Council. It has since been incorporated into our research governance framework and further adapted to the GCC context through the addition of a risk scoring component.] 

Please complete the following Self-Assessment Risk Tool and submit alongside your Research Application Form and supporting document to GCC Research Governance Coordinators at DPO@gloucestershire.gov.uk . Both forms can be downloaded from the research governance page on the Research & Evaluation intranet site and the dedicated research page on GCC’s public facing website .

	Project title:  
	

	Applicant name: 
	
	Email: 
	
	Date: 
	



For each area, assess the level of risk by ticking the relevant box and assigning a corresponding score of 1 for low risk, 2 for medium risk, or 3 for high risk. 
	#
	Risk area
	Low risk (Score: 1) 
	Medium risk (Score: 2) 
	High risk (Score: 3) 
	Score 

	1
	Research participants’ vulnerability
	Informed consent and ability to withdraw from study fully possible.
	☐	Informed consent and ability to withdraw from the study is possible with support (e.g. from advocates, translators / interpreters, signers or technology).
	☐	Participants are unable to consent or withdraw from the study due to age or incapacity, language issues, literacy issues, sensory or speech impairments.
	☐	

	2
	Researcher(s)  experience
	Researcher(s) are well qualified with experience and knowledge of the topic of investigation, the participants, and research methods to be used.
	☐	Researcher(s) reasonably well qualified with some experience and knowledge of two of the following three factors: topic of investigation, the participants or research methods to be used.
	☐	Researcher(s) not well qualified with little or no experience of topic under investigation, the participants or the methods to be used e.g. undergraduate researcher, student project.
	☐	

	3
	Nature of information being sought and/or collected
	The information being sought or collected is not personal or special category data and instead focuses on, for example, opinions about a received service
	☐	The information being sought or collected includes personal data (e.g., names, contact details) and items likely to be considered sensitive by some people, e.g. ethnicity, religion, income, age.
	☐	The information being sought is likely to be regarded as highly personal or sensitive by those from whom it is being collected or about whom it is to be obtained, e.g. criminal records, social service history, mental health history.
	☐	

	4
	Information security
	The topic and kinds of information being sought do not focus on personal information at all, no data subject can be identified and therefore GCC would not be at risk if data was disclosed or accessed.
	☐	Secondary data is used but may include a limited amount of contact with people drawing on services, their family or carers, or staff to collect primary data. Data subjects could be identified and face personal detriment, and GCC could face adverse publicity if information was disclosed or access without appropriate permissions.
	☐	Highly personal and/or sensitive information could be disclosed/accessed if appropriate information security measures are not in place. Data subjects could be identified and face personal detriment, and GCC could face adverse publicity, as well as lawsuits from data subjects affected.
	☐	

	5
	Methods / nature of data collection
	No face-to-face interaction between researcher and participant
	☐	Some face-to-face contact and interaction for limited amounts of time (e.g., a one-off interview)
	☐	High level of face-to-face interaction between investigator and participant e.g. extended fieldwork, observations.
	☐	

	6
	Quality of research design
	The methods are appropriate as they have been used successfully on similar, or the same, project previously and/or advice has been sought with regards to methods. The necessary resources are available to undertake the research.
	☐	It is believed that the methods are the most appropriate for the study, although it is not known whether they have been used successfully in a similar project. Advice has been sought and resource implications considered.
	☐	It is not known whether the methods are appropriate for the study and no advice has been sought concerning the methods. No additional resources have been made available to undertake the research.
	☐	

	7
	Relationship between researcher and participants
	The participants are unknown to the researcher.
	☐	Limited information about the participants will be available to the researcher.
	☐	Participants are personally known to the researcher and the researcher may have other duties or responsibilities towards all or some of the participants which may create a potential conflict of interest.
	☐	

	8
	Level of privacy for participants
	Participants are anonymous and no identifiable information will be used or collected as part of the study, or participants have the option to remain anonymous if they so wish.
	☐	All the information collected will remain confidential, although identifiable information will be collected as part of the study.
	☐	Details of the information collected and participants involved will not remain confidential.
	☐	

	9
	Sensitivity of topic
	The study is not considered to be sensitive.
	☐	Parts of the study may be sensitive.
	☐	Study is likely to be extremely sensitive
	☐	

	10 
	Reputational
Risk to the council
	The study poses little reputational risk to GCC, as the council is unlikely to be identified and the research covers non‑sensitive topics that are unlikely to generate public complaints, criticism, or negative media interest.
	☐	The study presents a moderate reputational risk to the council, as the council may be indirectly identifiable and the research involves topics that could raise some concern or questions from the public or other stakeholders. While widespread complaints or media interest are unlikely, there is a reasonable possibility of limited negative feedback or scrutiny if the findings are misunderstood or not well‑communicated.
.
	☐	The study presents a high reputational risk to the council, as the council is likely to be identifiable and the research involves sensitive or potentially contentious topics. There is a significant possibility that the findings could attract public concern, complaints, or negative media interest, and any misinterpretation or criticism may lead to reputational harm or undermine trust in the council.

	☐	

	TOTAL SCORE
	



	OVERALL RISK LEVEL
	LOW (Score: 10-15)
	☐	MEDIUM (Score 16-24)
	☐	High Score (25-30) 
	☐
	APPLICANTS’ COMMENTS
	



If the Self‑Assessment Risk Tool indicates high risk and/or you are seeking direct access to personal and/or confidential data held by GCC, you are expected to complete a Data Protection Impact Assessment (DPIA) and submit it alongside your research application. The DPIA template available in Appendix F of GCC Research Governance framework but GCC will also accept external DPIAs.

	SIGNED & DATED 

	Name: 
	Signature: 
	Date: 
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